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T h e areas b ro ad ly  co v ered  by this 
paper are:

A p p ly in g  tra d itio n a l  
p rinciples to  the E-Business 
environm ent;

Som e practical inform ation on  
territorial issues of E-Business 
& case notes;

1. APPLYING TRADITIONAL 
PRINCIPLES TO E-BUSINESS

Perspective - The internet challenges 
m an y traditional and conventional 
concepts, n ot least of them  the law. Its 
opportunities require an adjustm ent 
of outlooks and developm ent of an  
u n derstanding of the implications of 
w h at is h ap p enin g and developing. 
To effectively carry  on  com m ercial 
activities through the w eb, businesses 
m u st e m b ra c e  te ch n o lo g ica l  
developm ents in an  econom ical and  
efficient w ay, so that their business 
goals are delivered and enhanced.

The three fundam ental elem ents of 
co m m e rc ia l  a c t iv i ty , m a rk e tin g ,  
se llin g  a n d  d e liv e ry , ca n  all be  
a c h ie v e d  th r o u g h  th e  in te rn e t,  
though not all of them  for all types of 
b u sin e ss . C le a r ly  a ta n g ib le  
c o m m o d ity  c a n n o t  b e lite ra lly  
delivered th rou gh  the net, but digital 
ones like softw are, m usic and others, 
can. Equally, tangible com m odities 
can  be m arketed and "sold" through  
th e  in te rn e t , w ith  d e liv ery  b ein g  
effected in the traditional way.

In translating business activities into  
the electronic realm , it is im portant to 
have an  aw areness of adaptations to 
business p rocesses th at need to be 
im plem ented an d  also the relevance  
of a w ide spectrum  of areas of law. It 
is e ssen tia l to  k eep  in m in d  th at  
technological inventiveness does not 
ren d er our law s inoperative. W hat it 
does do is require developm ent of an  
u n d erstan d in g  as to  h ow  the law  
applies to the n ew  technology.

D ram atic ad van cem en ts, especially  
those that open entirely new  avenues 
of doing business, place considerable 
p re ssu re  o n  th e  leg al sy stem  to  
co m p re h e n d  its ap p lica tio n . This 
never occurs with the sam e speed that 
the technology itself develops.

In relation to the web generally, and  
p a r t ic u la r ly  w ith  re s p e c t  to  " e -  
com m erce" or "e-business", one of the  
m a jo r  c h a lle n g e s  fa c in g  th e  
regulators and law m akers is to foster 
d e v e lo p m e n t of c o m m e rc e  an d  
activity on  the w eb and n ot stifle this 
with over regulation. At the same time, 
it is critica l to  p ro v id e  a d e q u a te  
protection of rights. As m uch as our 
current law  applies to presence and  
activities on the internet just as it does 
to any oth er com m ercial channel, the  
extent and m an n er of application is 
yet to be tested in m any areas. There 
is also  reco g n itio n  th a t th e re  are  
deficiencies in the law  in its ability to 
e m b ra ce  all a s p e c ts  of c u rr e n t  
tech n o lo g y , let a lon e w h at m igh t 
develop in the near future. There is 
no doubt that n ew  laws need to be 
form ulated to deal with this.

O ver the p ast e igh teen  m on th s in 
m ost parts of the developed w orld, 
th e  in tro d u ctio n  of n ew  Bills an d  
A cts exem plifies recognition  of the  
need to upgrade our laws to both cope  
w ith n ew  developm ents, and open  
the w ay for further ones. In the realms 
of electronic and digital transactions, 
c o p y r ig h t  a n d  b r o a d c a s t in g  in  
p articu lar, th e  p ressu res of rap id  
te ch n o lo g ica l  d e v e lo p m e n t h a v e  
achieved a level of legislative change  
never before seen in these areas. There 
h as also  b een  a g ro w in g  b o d y  of 
d e c is io n s  of s u p e rio r  c o u r ts ,  
expanding the understanding of our 
p resen t law s as th ey  ap p ly  to  th e  
internet and associated technology, as 
w ell as h ig h lig h tin g  so m e of th e  
deficiencies of the law  in coping w ith  
the new  developm ents.

K ey Issues -  There are three prim ary  
considerations on w hich e-business 
developm ent and activity should be 
based:

1. R e la t io n s h ip s  - W h a t  
re la tio n s h ip s  n e e d  to  b e  
established w ith third parties 
to  create , h ost, su p p ort, u se  
a n d  c a r ry  o n  b u sin e ss  
a ctiv itie s  th r o u g h , a 
com m ercial w eb site?

2. Term s &  Conditions - W hat are 
the term s an d  conditions on  
w h ic h  y o u  w ill e n te r  in to  
these relationships and trade  
w ith custom ers?

3. P ro te c tio n  o f  R ig h ts  -
Intellectual property and other 
rig h ts  a re  b e co m in g  
increasingly significant in the  
electronic realm. W hat they are 
and how  to protect them  are  
issu e s  of co n s id e ra b le  
im portance to the e-business 
site owner.

4. R e g u la to ry  C o m p lia n c e  -
In d u str ie s  w h ich  h a v e  
dedicated legislation or other 
regulation m ust take this into  
account in the electronic realm  
just as m uch as in the tangible 
w orld.

R e sp o n se s  to  th e s e  issu es an d  
ca lcu la te d  actio n  b ased  on  th o se  
responses, will provide a platform for 
m inimising legal exposures.

The issue of relationships highlights 
the need to understand the various 
te c h n ic a l  an d  o th e r  in g re d ie n ts  
required, and the variety of parties 
w ith w hom  you will deal in getting a 
business operating on and through  
the web.

The second consideration focuses on  
the issues n eed ed  to be covered in 
agreem ents with the parties you will 
rely on in setting up your e-business 
and w ith your custom ers. The third  
and fourth points concern the need
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to p ro tect rights and p ro p erty  and  
r e c o g n is e  a n d  c o m p ly  w ith  
regulation, respectively.

E -co m m e rce  em b races ev ery th in g  
from  th e sim p lest w eb  site, b ein g  
m erely  a m ark etin g  lim b for y ou r  
business w ith  an  em ail facility, or a 
point of receipt for orders, to the m ost 
so p h is tica te d  of in te ra c tiv e  sites. 
These latter sites deal w ith ordering, 
p aym en t processing, inventory  and  
b a ck  o ffice  in te rfa c e s . In  b o th  
scenarios and all those in betw een, 
le g a l re la tio n s h ip s  e x is t  a n d  th e  
viability of the site and indeed you r  
b u sin ess, m a y  d e p e n d  on  g ettin g  
th o se  legal re la tio n sh ip s p ro p erly  
settled and docum ented .

K ey A reas: W h en  looking to  take a 
business into the digital realm, several 
key areas sh ou ld  be con sid ered  in 
term s of th e n eed s an d  w h at you  
expect to get from  them .

(a) W eb  S ite  D e v e lo p m e n t  
A greem ents -  It is critical to 
ensure clarity of w hat is to be 
delivered by a developer and  
the rights to be granted to the  
w eb  site  o w n e r  o u t of th e  
d e v e lo p m e n t p ro ce ss . A  
fu n d a m e n ta l  issu e  is th e  
softw are on  w hich the site is 
built, in clu d in g  third  p arty  
su p p lied  so ftw are  an d  th at 
w h ic h  is d e v e lo p e d  o r  
su p p lied  by th e  d ev elo p er. 
A ttachm ent A to this paper is a 
ch eck  list of issues to co v er  
w hen  entering into a web site 
developm ent agreem ent.

(b) W eb Site H osting Agreem ents
-  Businesses will partially or 
w h o lly  d e p e n d  o n  th e  
availability of the web site and  
th e  fu n c tio n a lity  of its  
co m p o n e n ts . T h e w eb  site  
h o s tin g  a g re e m e n t m u st  
provide assurances to the web  
site o w n e r  of co n tin u ity  of 
se rv ice  an d  tim elin ess of 
problem fixes. A ttachm ent B to 
this p a p e r is a ch eck  list of 
issues to cover w hen entering  
into a w eb site developm ent 
agreem ent.

(c) B u s in e s s  q u e s tio n s  -  A
v a r ie ty  of le g a l issu es w ill 
depend on the answ ers to the 
follow ing questions.

- Where will you or are you 
carrying on business?

- Who and where are your 
customers?

- Do you w ant or need to 
limit who you will trade 
with?

- Who can use your goods 01- 
services?

- How do you get goods or 
services to you customer?

- How do you get paid and 
w h at constraints affect 
p aym ent m echanism s 
especially paym ent by 
credit cards?

- Will you be affected by 
foreign currency dealings 
an d  com pliance w ith  
offshore requirements?

(d) Legal Issues:

- Can I tell legally where I am 
carrying on business?

- W here are my contracts 
made?

- What are the terms of the 
contracts I make?

- With whom am I making 
the contract?

- If I have to take action 
against a customer, or they 
want to take action against 
me -  can I or they either 
legally or practically do it 
and if so, where will that 
action take place?

- Do I really want to trade 
with the world and if not, 
how do I limit this?

- What are the implications 
of offers made to supply 
with territorial limitations 
placed on them?

- Are there local restrictions 
on exporting products or 
services?

- Are there import or other 
restrictions in o th er 
territories?

Being Selective -  Having the 
whole world as the potential 
market for a business may be 
neither practical nor bare any 
resemblance to the market in

fact defined for that business. 
Being selective is a necessary  
elem ent of you r developm ent 
and planning process.

- The internet has inherent 
c h a ra c te r is tic s  w h ich  
enable sellers and suppliers 
to lim it th e  scop e of the  
offers they make and w ho  
th ey  m ake them  to. W eb  
sites ca n  easily  be  
stru ctu red  in such  a w ay  
that visitors effectively only  
h a v e  tw o  ch o ice s . T h ey  
a c c e p t  th e  site  o w n e r 's  
term s of visiting or trading, 
or they do not.

- A w eb site h as a un iq u e  
c h a r a c te r  in  th a t  to  
co m m u n ic a te  w ith  th e  
v is ito r , te x t  an d  o th e r  
material m ust be displayed  
in ord er to describe w h at is 
being sold, on  w hat term s 
and h ow  th e visitor buys 
the items or services being  
sold. T h e sam e m ed iu m  
d ra w s a tte n tio n  to  th e  
lim ita tio n s  th e  w eb  site  
o w n e r  p la c e s  o n  its  
responsibilities and those it 
w ants the visitor to accept.

- C o n s e q u e n tly , c o n tr a c t  
fo rm s a n d  la w  a re  th e  
fou n d ation  of w eb-based  
business. To ensure that its 
te rm s of tra d in g  an d  
d is c la im e rs  a re  c le a r ly  
a c c e p te d  an d  are  
en forceab le, the p ru d en t  
w eb site o w n er will have  
them  clearly displayed and  
e m p lo y  m e c h a n ism s  to  
prove they wrere accepted  
by th e cu s to m e r. This is 
d ealt w ith  in m ore detail 
below.

The on-line ch an n el of business at 
once opens a m uch larger potential 
m a rk e t, c lie n t b ase  an d  
s im u lta n e o u sly  p re s e n ts  th e  e- 
co m m e rce  b u sin ess p erso n  w ith  a 
challenge to adjust their perspective  
of the benefits gained and the new  
exposures created.

T rad in g  th ro u g h  th e  w eb sh o u ld  
attract the sam e d egree of precaution  
in m in im is in g  lia b ilitie s  an d  
exp osu res as any o th er channel of
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b usiness. In p articu lar, th ere  are  a 
n u m b er of essentials that m ust be 
translated from  the tangible w orld to 
the electronic one.

Trading Term s - Trading terms are the 
conditions on  w hich a site ow ner will 
give access to the site and enter into  
trading activity with a custom er.

C arrying on  business through a w eb  
site  is a rg u a b ly  m e re ly  a n o th e r  
channel of business and thus should  
attract similar considerations to any  
other business methodology. The web  
h as its o w n  id iosyn crasies, w h ich  
should be taken into account, but the 
b asic p rem ises of carry in g  on  an y  
business should be reflected in web  
based business.

It is im portant to m ake clear to any  
custom er, the term s and conditions 
on w hich  they  can acquire goods or 
services from  you and the bases on  
w hich  people are entitled to visit and  
brow se through you r w eb site. The  
structure of w eb sites enables a trader 
to ensure that a custom er specifically 
acknow ledges express trading and  
oth er term s, by m erely continuing to 
view  the site and before being able to 
purchase.

Trading term s on w eb sites need to  
c o v e r  all issu es th a t  sh o u ld  be  
addressed  in the tangible w orld, as 
well as those unique to the electronic 
realm . In particular, they need to be 
brought to the attention of a custom er 
and preferably acknowledged, before 
allow ing a custom er to continue on  
the site.

T h e specific issues th a t should be 
co v ered  in the access an d  trad in g  
terms are:

prices;

delivery;

w arranty;

return;

p aym en t (including debiting
of credit cards);

passing of ownership in goods.

D isclaim ers - Disclaimers are similar 
to  tra d in g  term s, b u t h ave  a v ery  
specific and distinct function. They  
identify w hat the site host is, or is not,

accepting responsibility for. They can  
also include notices to a visitor about 
the conditions of visiting the site and  
the basis upon that the visitor can  
proceed further on the site to low er 
level pages or docum ents.

A significant issue is the exten t to  
w hich traders m ay w ant to limit w ho  
th e y  a re  o ffe rin g  th e ir  g o o d s  o r  
se rv ice s  to . P a rt of th e  sites' 
"d is c la im e r"  sh o u ld  a d d re ss  th is  
issue. A n exam ple w ould be the limits 
on offering shares or other interests 
in corporations. Constraints m ay also 
arise from  limits of licence granted to 
the w eb site ow n er by the ultim ate 
rights ow n er for the product. If you  
distribute products under licence and  
you have a defined territory granted  
by you r licensor, then your web site 
offering those products should m ake 
it c le a r  th a t a n y o n e  o u tsid e  th a t  
territory is not able to acquire those 
products. The web trader also needs 
to take into account export or im port 
restrictions of territories outside their 
know ledge or control and their ability 
to service custom ers geographically.

N egotiability - O ne of the interesting  
asp ects of e-co m m erce , in its basic 
form s, is the ability of the trader to set 
te rm s th a t  a re  n o t n e g o tia b le . A 
custom er at a web site m ust accept the 
site ow ner's term s in order to acquire 
th e  g o o d s o r serv ices  o ffered . 
N egotiation of term s is not an option. 
In m u ch  of our day to day trading the  
lack of negotiability of term s is not 
unusual, but w ith com m erce on the  
in te rn e t, th is is largely  tak en  for  
granted.

A sign ifican t effect of this lack  of 
negotiability and to som e extent de
personalisation, has been the extranet 
f u n c tio n a lity  d e v e lo p e d  fo r k ey  
clients. This creates a specific access 
point and interactivity level for select 
custom ers, enabling personalisation  
of price, term s and product offerings 
fo r th a t cu sto m e r. It also en ab les  
higher levels of data exchange with  
back office connection and accounts 
functions directly betw een supplier 
and customer.

Intellectual Property  - Virtually all 
areas of Intellectual Property ("IF ') are 
im pacted  by, or affect, the Internet

and especially e-com m erce. I have not 
attem pted to give a detailed review  of 
the m any IP issues that arise in the 
Internet context. The considerations 
are m any and detailed. The primary  
point briefly touching on  them  is to 
h ig h lig h t th e ir  im p o rta n c e  in  all 
asp ects  of w eb  b ased  b u sin ess. It 
should never be overlooked that the 
fundam ental nature of the internet is 
IP itself -  software.

From  the fundam ental ingredients, 
through the m arketing elem ents and 
th e  o p e ra tin g  s tru c tu re , IP 
co n sid era tio n s  h a v e  co n sid erab le  
relevance. The IP elem ents should be 
considered in the following areas;

(a) D evelopm ent of the site and  
the third party elem ents to be 
incorporated into it;

(b) T h e d o m ain  n a m e , 
particularly in th e con text of 
trade marks;

(c) Software to be licensed for use 
on the site or developed for the 
site;

(d) V ario u s o th e r  co p y rig h t  
in g re d ie n ts  th a t  m a y  be  
in c o rp o ra te d  in to  th e  site , 
in c lu d in g  o rig in a l te x t ,  
graphics, pictures and sounds;

(e) Hyperlinks and frames to other 
sites and issues as to how  the 
links are represented and how  
th e  fra m e d  c o n te n t  is 
represented;

(f) M eta tags and w h eth er they  
take advantage of other traders' 
names of trade marks;

(g) R e p re se n ta tio n s  re g a rd in g  
d o w n lo a d s a n d  m a teria l  
w h ich  ca n  b e v ie w e d  o r  
copied form  the site;

(h) D ata w hich is collected from  
or m oved betw een sites and  
repositories.

The fundam entals of ow nership or 
en titlem en ts to  use, can  affect the  
ability to trade and the flexibility of 
future business and developm ent.

T h e  e s ta b lis h m e n t a n d  o n g o in g  
operation of any E-Business site m ust 
take these points into account.
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2. TERRITORIAL 
CONSIDERATIONS & CASE 
NOTES

In this section of the paper, I have  
focused on two areas, jurisdiction and  
p rivacy . C learly  o th er areas could  
have been considered w ithin such a 
b road  based topic. Jurisdiction has 
b e e n  ch o se n  b e ca u s e  it is 
representative of the unpredictable  
aspect of territorial laws as they apply  
to E-Business activities. Privacy w as 
selected as one of the m ost significant 
issu es of co n ce rn  in th e  m in d  of 
business people and consum ers alike, 
w ith respect to buying and selling on  
the Internet.

J u r is d ic t io n  - Q u e s tio n s  of 
jurisdiction affect m any aspects of the  
law and its application to  activity and  
presence on the internet. M atters of 
principle and p racticality  will each  
play a role that will vary from territory  
to territory. A lready decisions of the  
US, U nited Kingdom  and Australian  
courts indicate that each situation will 
be considered on its facts and it will 
be difficult to form ulate concise rules 
and to m ake accurate predictions of 
outcomes.

N o th in g  is likely to ch allen g e  th e  
"ju risd ic tio n " of co u rts  an d  legal  
systems to the sam e degree as will the 
in tern et. U ntil recen tly , d ecisions  
d e a lin g  w ith  th e  in te rn e t  an d  
ju r is d ic tio n  w e re  p re d o m in a n tly  
A m e rica n  an d  sh o w e d  m a rk e d  
contrast in the handling of the letter 
of th e  law  as b a la n c e d  a g a in s t  
sensitivity of the offence (most notably 
re g a rd in g  p o r n o g r a p h y ), so m e  
in tersta te  political in flu en ces and  
practical limitations of enforcem ent.

In June 1999, the NSW  Supreme Court 
handed dow n a significant decision  
on th e issue of jurisdiction  in civil 
matters, in the M acquarie Bank case. 
The bank w as seeking to restrain an  
ex-em p loyee, w h o  w as n ot w ithin  
Australia, from publishing defamatory 
material on a web site, the site itself 
also n ot being physically hosted in 
Australia. Firstly, the cou rt did not 
q u estio n  th a t  re g a rd le s s  of th e  
physical locality of the web site on  
which the m aterial w as placed, it w as

being "transm itted" to and could be 
"received " in N SW . C onsequently, 
jurisdiction over the alleged offence 

existed. Secondly, the court had to 
co n sid er its p o w er to restrain  acts 
occurring outside its jurisdiction. The 
cou rt n oted  that w hilst it had such a 
pow er, it w as a discretionary one, to 
be exercised  h av in g  reg ard  to the  
potential enforceability of its orders 
an d  w h e th e r a n o th e r co u rt w as a 
m ore appropriate forum . The Court 
declined to m ake orders restraining  
th e  c o n d u ct of th e  e x -e m p lo y e e , 
basing its decision on  tw o significant 
p oin ts . F irstly , it co u ld  n ot m ake  
orders having the effect of preventing  
publication of the m aterial anyw here  
in the w orld . The co u rt recognised  
the laws of other territories m ay bear 
no resem blance to those of N SW  and  
the m atter of defam ation pertained to 
publishing only in N SW . Secondly, 
there w as no physical m eans available 
to  re s tric t th e p roh ib ition  to  only  
operate for publishing in NSW . O nce  
so m e th in g  w as p u b lish ed  o n  th e  
internet, it was available for the whole  
w orld to access.

H o w  o th e r  co u n trie s  a ro u n d  th e  
w o rld  w ill t r e a t  th e s e  issu e s  is 
e x tre m e ly  d ifficu lt to  p re d ic t. In  
ad d itio n  to th e  le tte r  of th e  law , 
m atters relating to practicality and to 
" p o l i t ic s "  w ill a lso  in f lu e n c e  
decisions. The end result is that the  
Internet represents a virtual trading  
aren a  w ith  p oten tially  no lim it in 
geograp hical reach. This inevitably  
entails a potential to be exposed to a 
variety of legal systems that m ay be 
similar to that of Australia or bear no 
resem blance at all.

P rivacy  - In 1998 the US Federal Trade 
C om m ission  co n d u cted  a w eb site 
survey and found that 92% of sites 
su rv ey ed  collected  som e p erson al 
inform ation about visitors to the sites 
an d  o n ly  14%  of th o se  in fo rm ed  
visitors of the data collection. Personal 
data is a highly valuable com m odity  
on the internet and its collection and  
use is largely unregulated.

The ad verse  p ercep tion  regard in g  
unauthorised  collection and use of 
p e rso n a l d a ta  sh o u ld  n o t be  
underestim ated. A recent exam ple of

popular concern  over intrusions into  
privacy, focused on the Intel Pentium  
HI chips. Intel bow ed to pressure from  
rep resen tativ e  g rou p s, w hich  had  
cu lm in ated  in a com p lain t lod ged  
w ith  th e  US F e d e ra l T rad e  
C o m m issio n , b y  d e a ctiv a tin g  th e  
identifying serial num ber facility in 
its P en tiu m  III chips, m aking it an  
o p tio n  fo r th e  u se r to  a c tiv a te . 
N otw ithstanding that such a facility 
d id  h a v e  p o te n tia l  b e n e fits  fo r  
su p p o rt an d  m a n a g e m e n t of 
com puters in large organisations, the 
p o te n tia l for m isu se  w as seen  as 
significant.

There are several essential elements to 
understanding the cu rrent position  
on "p rivacy" in Australia. Firstly, the  
Fed eral P rivacy  A ct 1988 does n ot 
apply to the private sector. In other 
w ord s, it only affects govern m en t 
b o d ies a n d  in s tru m e n ta litie s . 
S ig n ifica n t a m e n d m e n ts  to  th e  
Privacy Act are proposed through the 
recently released Privacy Am endm ent 
(Private Sector) Bill 2000 (the "Bill"). 
As m uch as the Bill is n ot confined to  
any m ethod of collection of personal 
inform ation, its potential im pact on  
w eb b ased  activities is significant. 
T he Bill im p lem en ts th e N ation al  
P rivacy Principles ("N P P s"), w hich  
h a d  b e e n  p re p a re d  b y  th e  
G overnm ent u nder the Privacy Act, 
as th e  p r im a ry  g u id e lin e s  fo r  
developm ent of privacy practice.

T h e Bill h as a t tra c te d  s ig n ifica n t  
criticism as not being strong enough  
an d  n ot bringing Australia into line 
w ith overseas positions, particularly  
th a t of th e  E u ro p e a n  U n ion . It is 
therefore n ot clear w h en  the Bill will 
b e co m e  law  a n d  in  w h a t fo rm . 
H ow ever, it is difficult to see how  the 
enactm ent could be delayed beyond  
n ext y e a r, g iven  th e business and  
com m unity pressure on the need for 
it.

E ven  w h en  en acted , th ere  will be  
exclusions. The Bill currently exem pts 
"small business" for a period of twelve 
m onths from  the date of enactm ent, 
re p re s e n tin g  a co n ce s s io n  to  
d e v e lo p in g  b u sin e ss . A "sm a ll  
b u sin e ss"  is o n e  w ith  an  a n n u a l  
turnover of $3,000,000 or less.
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In very  broad term s, the Bill looks to 
p ro tect p erson al inform ation  from  
im proper use. Prim ary rights that are 
recognised  are th at an  individual's 
consent m ust be obtained for use of 
their personal inform ation and that 
an  in d iv id u al is e n title d  to  h av e  
access to that inform ation and be able 
to ensure it is correct and up to date.

O th er th an  sm all business, the Bill 
requires "organisation s" to com ply  
w ith the provisions of the Bill unless 
they have their ow n privacy code that 
has b een  ap p rov ed  b y  the P rivacy  
Com m issioner. A  cod e will only be 
a p p ro v e d  b y  th e  P riv a c y  
C om m issioner w here it provides at 
least the sam e standard of protection  
as u n d e r  th e  N P P s . F o r  sm all to  
m edium  businesses it is unlikely to  
be p ra c tic a b le  to  u n d e rta k e  
preparation of their ow n code, unless 
th ere  are  specific n u an ces of their 
industry  requiring it.

The Bill applies to "organ isation s"  
w hich is broadly defined. It is w orth  
noting there is no requirem ent that 
th e  o rg a n is a tio n  b e re s id e n t or  
incorporated in Australia. In fact the 
Bill h a s  sp e c if ic  e x tra  te rr ito r ia l  
provisions, extending its operation to  
certain acts and practices w hich take 
p la ce  o u ts id e  A u s tra lia , to  b o th  
"A u stra lia n " a n d  fo re ig n  
o rg a n is a tio n s . T h e se  p ro v is io n s  
recognise the global im portance and  
m o v e m e n t of in fo rm a tio n  an d  
s im u lta n e o u s ly  e n s u re  th a t  th e  
re q u ire m e n ts  are  n o t av o id ed  b y  
m erely taking the information outside 
Australia. The Bill does distinguish  
betw een Australian organisations and  
foreign ones. W h ere  an  A ustralian  
organisation deals w ith  inform ation  
ab ou t A u stralian s, su ch  activ ity  is 
g o v e rn e d  b y  th e Bill w h e th e r the  
d ealin g  is d o n e  in sid e  o r o u tsid e  
Australia. For a foreign organisation  
to  b e a ffe c te d , it m u st c a r ry  on  
business in Australia as well as deal 
w ith inform ation about Australians. 
Further, the inform ation m ust have  
been collected, or held at som e time, 
in Australia.

T his h ig h lig h ts  so m e in te re s tin g  
q u e stio n s  as to  w h a t  co n s titu te s  
"carryin g  on business". Will the m ere

operation of a w eb site accessible in 
Australia, though hosted in another 
cou n try , be "carry in g  on business" 
here? Is inform ation obtained about 
Australians through such a web site 
"collected in A ustralia". Certainly as 
a consequence of the M acquarie Bank  
ca s e , fo r d e fa m a tio n  p u rp o se s , 
publishing throu gh  a foreign hosted  
w eb  site  h as b e e n  d e e m e d  to  be  
publishing in Australia. It does not 
seem  a m a jo r  s tep  fo r co lle c tin g  
inform ation through a foreign hosted  
w eb site to  constitute "carry in g  on  
business" in Australia.

S om e c a re  also  is n e e d e d  in  
considering w h at m ight fall within  
the term  "p erson al inform ation". The 
d e fin itio n  u n d e r  th e  P riv a c y  A ct 
(being th e  A ct of 1988 w h ich  only  
ap p lie s  to  g o v e rn m e n t an d  
instrum entalities) is very  broad but 
n o ta b ly  say s " in fo rm a tio n  o r an  
opinion, w h eth er true or n ot". It is 
reasonable to assum e this definition 
is n o t lik ely  to  ch a n g e  w h e n  th e  
private sector am endm ents are finally 
en acted . C learly  this could extend  
well beyond factual statistics to such  
things as appraisals and interview  
summaries.

C onversely, there will undoubtedly  
be th in gs th a t p eop le  m igh t h op e  
w e re  c o v e re d  b y  "p e rs o n a l  
in form ation " b u t th a t will n o t fall 
w ithin the definition. The concepts 
are m ade less clear by the use of the 
te rm s " d a ta "  a n d  "p e rs o n a l  
inform ation". A  recen t H on g  K ong  
case  exem p lifies  th e  p o in t. H o n g  
K ong has a generic "p rivacy" code, 
set out in the "Personal Data (Privacy) 
O rd in a n c e " . T h e  case  in v o lv e d  a 
popular H ong Kong m agazine having  
taken a photograph of a you n g lady  
in the street, to illustrate a fashion  
article about p oo r dress sense. The 
lady w as not aw are of the photograph  
being taken n or of it being used by 
th e  m a g a z in e . W h e n  sh e b ecam e  
aw are of the article she com plained  
to  th e  H o n g  K o n g  P riv a cy  
Com m issioner that the taking and use 
of the p h otograp h  w as a taking of 
p e rso n a l d a ta  in  b re a c h  of d a ta  
protection  principle 1, requiring it to 
be "fair in the circum stances of the  
ca se ". T h e P riv acy  C om m ission er

agreed with her. H ow ever, the Coirt 
of Appeal ultim ately overturned he 
d ecision . In p a rticu la r , th e  C oirt  
found that the act of photographng  
th e  la d y  w as n o t an  a c t  of dtta  
collection. The C ourt also stated tiat 
the O rdinance w as not intended to 
cre a te  a g e n e ra l rig h t of privacy  
against all form s of intrusion into he 
private dom ain.

A ustralian organisations w ould be 
wise to consider h ow  to em brace he 
basic privacy principles now , so tiat 
w h en  the private sector legislation 
ultim ately becom es law , w hich it vill, 
th e y  w ill n o t b e c o m p e lle d  to  
s ig n ifica n tly  r e s tr u c tu r e  their 
business

T he Future -  The issue of both le^al 
a n d  p r a c t ic a l  ju r is d ic tio n  v ill  
becom e m ore and m ore relevant in 
d e te rm in in g  legal rig h ts  an d  :he  
application of territorial laws. Lews 
central to the operation of commerce 
will be tested in term s of the non
territorial nature of the internet. In  
areas of tax, trade practices (and its 
eq u ivalen ts), in tellectu al p roperty  
law s an d  p rivacy , m u ch  tim e and 
m oney will be spent on determining  
w h e re  w eb  b ased  b u sin esses are 
"carry in g  on business", o r w hether 
th e y  a re  w ith in  or o u tsid e  of the 
jurisdiction.

C o n clu sio n  - T h e su ccessfu l web  
businesses will be those w ho have 
u n d e rsto o d  th e  n eed  for b alan ce  
betw een the maximisation of market 
penetration and the minimisation of 
responsibilities, w ith the recognition  
of the application and im pact of law. 
S u cce ss  w ill co m e  to  th o se  w ho  
incorporate both a com m ercial focus 
and a legal aw areness into their sites, 
intranets and extranets.

ATTACHMENT A

W eb Site D evelopm ent Agreements
Such an agreem ent should contain the 
te rm s a n d  co n d itio n s  g o v e rn in g  
c o n s tr u c t io n , s u p p o rt  an d  
m a in te n a n c e , a cce ss  to  and  
ow nership of, a web site.

In em barking on securing the services 
a n d  p ro d u c ts  of th ird  p a rtie s  to 
develop a web site, it is essential to
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id e n tify  c le a r  o b je c tiv e s  to  be  
achieved artistically, functionally and  
commercially.

K ey Ingredients - The key ingredients 
to be considered  for inclusion in the  
agreem ent are:

C reativ e  co m p o n en ts -  T h e
e le m e n ts  w h ich  a re  to  be  
developed. These m ay include 
original softw are, a variety of 
c o p y rig h t w o rk s  in clu d in g  
graphic im ages, m usic, video  
and literary texts;

U ser p rovided com ponents -
W h a t ite m s of th e  
com m issioning party  m ust the  
d e v e lo p e r  in c lu d e . T h e y  
co u ld  b e te x t  files, g ra p h ic  
im a g e s  o r  lo g o s , d a ta ,  
proprietary softw are, or other 
copyright w orks;

T hird  p arty  com ponents -  3rd
p a r ty  s o f tw a r e , g ra p h ics  
im ages and oth er varieties of 
copyright w orks;

Unless these ingredients are identified 
and in particular, the responsibility  
for d eliverin g  th em  allocated , an y  
a g re e m e n t w ill fall w ell sh o rt  of  
codifying all the required obligations 
and rights.

S p e c if ic  is s u e s  w h ich  sh o u ld  b e  
covered by the agreem ent are:

O w n ersh ip : W h o  o w n s th e  
web site and its com ponents, 
noting that ow nership m ay be 
spread. W h ere  ow nership of 
som e elem ents is to be retained  
by th e d ev elo p er or a third  
party, have adequate licences 
been granted for their use and  
to w hom , to enable continued  
use of the site?

T h ird  P a r ty  S o u r c e s : It is 
d e sira b le  (q u e s tio n  th e  
p ra c t ic a l ity )  to  re q u ire  
identification of all third party  
o r d e v e lo p e r  o w n e d  
c o m p o n e n ts  an d  se cu re  
p rodu ction  of licences for the  
third party  com ponents.

T ran sp o rtab ility : Is th e  site  
re a d ily  tra n sp o r ta b le ?  T his  
m ay be adversely affected by  
th e  o w n e rs h ip  an d  r ig h ts  
granted over the com ponents.

S p e c if ic a t io n : H as a
specification for the site been  
agreed to, covering all of the 
ingredients identified above? 
Are time factors and a delivery 
s c h e d u le  p a r t  of th is  
specification?

A c c e p ta n c e : H o w  is
accep tan ce  of the site to  be 
d e te rm in e d ?  W ill th e re  be  
acceptance testing and if so, by 
w h o m  a n d  a g a in s t w h a t  
criteria?

W arranties: W h at w arranties  
are given in respect of the site 
and its com ponents?

S ite  M a in te n a n c e : If th e  
developer is also to m aintain  
th e  s ite , w h a t a re  its 
o b ligation s, respon sib ilities  
and fees?

Lin k s: Will the site be linked  
to third party sites and does the 
agreem ent specify those links 
and w ho is responsible to get 
authority for them ?

Third Party A uth orities: Does 
operation of the site require 
an y third party  authorities eg  
se cu ritie s  tra d in g  lice n ce s , 
gam bling perm its -- and w ho  
is responsible to obtain them ?

D eliverables: The agreem ent should  
specify deliverables an d  the tim e  
fram e for d elivery. It sh ou ld  also  
p ro v id e  for th e  co n se q u e n ce s  of 
failure to deliver. In particular, is it to 
be a consequence of such failure that 
the com m issioner of the site can take 
the developm ent elsewhere and with  
it an y  m aterials d evelop ed  to that 
point?

ATTACHMENT B

W eb Site H osting Agreem ents
Such an agreem ent should contain the 
term s and conditions of providing for 
the establishment of the web site on  
an appropriate server netw ork able to 
be accessed from the w orld w ide web  
and its continued availability from  
such netw ork.

A significant p ractical issue w hich  
should be considered is the nature of 
the connection provided by the host 
-  At w h at level in the co n n ectio n  
h ie ra rc h y  d o es th e  h o s t se rv e r

netw ork sit and how  m any servers 
rem oved from  a prim ary connection  
is it. This m ay  affect the speed of 
access, response and vulnerability to 
dow ntim es.

S p e c if ic  is s u e s  w h ich  sh o u ld  be  
covered by the agreem ent are:

H o s tin g  S e rv ic e s : H a v e
specific hosting services been  
identified?

C onnection: W h at continuity  
of connection is undertaken by 
the host and are there backup  
fa c ilities?  T his m a y  be a 
s ig n ifica n t issu e  in  th e  e-  
co m m e rce  co n te x t -  from  a 
practical point of view, the host 
cannot w arrant there will be no 
in te r ru p tio n s  to  se rv ice . 
H ow ever, the web site ow ner 
m ay suffer significant loss if its 
site  is in o p e ra tiv e  fo r an y  
length of time, so there needs 
to be a balance betw een these 
two factors.

S y s te m s R e c o v e ry : W h a t  
system  recovery undertakings 
are g iv en  an d  w h a t are  the  
co n se q u e n ce s  of sy stem  
outages?

S ite R estrictio n s: A re th ere  
limitations on volum e of files 
and data able to be stored and  
accessed?

D om ain N am e: Is the host to 
secure a dom ain nam e for the 
w eb site ow ner? The host will 
norm ally  require w arran ties  
an d  in d e m n itie s  o v e r  th e  
inform ation p rovided by the  
w eb  site  o w n e r  to  en ab le  
obtaining a dom ain nam e and  
also to ensure that it does not 
infringe third p arty  rights.

Indem nities: Is the custom er 
obliged to give indem nities  
o v e r  su ch  th in g s  as 
in frin g em en t of intellectual 
p ro p erty  righ ts, defam ation  
an d  o b sce n e  o r offen sive  
material?

M a in te n a n c e : A w eb  site  
h ostin g ag reem en t does not 
n orm ally  oblige th e h ost to  
m ain tain  th e  site. It should  
in c lu d e  sp e c if ic  p ro v is io n  
enabling the web site ow ner to 
h a v e  a cce ss  to  th e  site for
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m a in te n a n c e  a n d
developm ent.

Security: A re there w arranties 
given regarding security of the 
site?

C h arges: O n  w h at basis are  
charges levied?

ATTACHMENT C

Intranets & Extranets
In tra n e ts  a re  se e n  as a m e a n s  of 
delivering true com m unication  and  
in fo rm a tio n  m a n a g e m e n t o n  an  
organisation wide basis. They provide 
s ig n ifica n t p o te n tia l  as a liv in g  
in fo rm atio n  re p o s ito ry , re d u cin g  
replication of tasks and re-creation of 
sim ilar job s. E x tr a n e ts  ta k e  th is  
significant benefit one step further, by  
open in g this w ealth  an d  m ean s of 
co m m u n ica tio n  to  s e le c t  p a r tie s  
ou tsid e of th e o rg an isa tio n . T h ey  
p ro v id e  d ir e c t  c h a n n e ls  of 
in fo rm a tio n  e x ch a n g e  an d  in te r 
activity betw een organisations w ho  
m ight share com m on goals, or those 
w ho are in a cu stom er and supplier 
relationship.

It m ay appear that intranets and to a 
lesser e x te n t e x tra n e ts  h a v e  little  
potential to create  legal exposures. 
U nfortunately this is n ot the case. A 
vast array of m aterial from  joke email 
to sensitive m anagem ent docum ents 
re g u la rly  tra v e l a cro s s  c o rp o ra te  
electronic com m u n ication  system s. 
C opyright m aterials of various kinds 
can  find th eir w a y  in to  th e traffic 
s tre a m  a n d  p a rtic u la r ly  in to  th e

know ledge base system. These could  
include graphic im ages and photos, 
so u n d  clip s, v id e o  clip s an d  te x t  
m aterial, as w ell as softw are. The  
c o n te n t  of m a te ria l  co u ld  be  
defam atory , or m ight be subject to 
confidential obligations. It m ight be 
racist or am ou n t to harassm ent, or 
both.

C o n seq u en tly , th ere  is a n eed  to  
tem per the free flow of inform ation  
and the stimulation of grow th to an  
intranet and extranet knowledge base, 
w ith  con trols an d  safety checks to  
m inimise the possibility of breaches 
of law  o r th ird  p a rty  rig h ts . T he  
executive m anagem ent of a com pany  
ought to consider a brief checklist in 
a sse ss in g  th e  p o te n tia l  fo r leg a l  
exp osu re  th ro u g h  its in tran et and  
m inimising that exposure:

• C ontrol m echanism s to be put 
in  p la c e  a n d  re sp o n sib le  
individuals ap p oin ted  to vet 
th e  so u rce  an d  c o n te n t  of  
m ateria l to  be p u t in to  th e  
know ledge base;

• V e ttin g  sh o u ld  in c lu d e  
v e rif ic a tio n  of so u rce  of  
m a te ria l  fo r c o p y r ig h t,  
defamation and confidentiality 
purposes;

• C orp orate  guidelines should  
be established as to the material 
w hich m ust n ot be circulated  
or put into the system;

• A cle a rin g  p ro cess  m u st be 
implemented to check material

b e fo re  it is p u t  in to  th e  
knowledge base system;

• A m onitoring system  should  
e x is t w h ich  d o e s  re g u la r  
checks of the m aterial w hich  
is on the system;

• A c le a r  p o lic y  sh o u ld  be  
fo rm u la te d  a n d  e n fo rce d  
re g a rd in g  em ail an d  o th e r  
com m unications.

There are clearly practical difficulties 
in effectively vetting and m onitoring  
th e  co n te n t of th e  c o rp o ra te  
k n o w le d g e  b a se  an d  th e  
co m m u n ica tio n  tra ffic  w ith in  an  
organisation. N otw ithstanding such  
d ifficu lties , th e  co n s e q u e n c e s  of 
breaches of statutory obligations and  
third party  rights m ake it essential 
that corporate m anagem ent recognise 
and act to minimise such exposures 
through carefully stru ctu red  policies 
and content m anagem ent processes.

Additional considerations apply  in 
terms of extranets. In a similar respect 
to arm s length trading through web  
sites, so to with extranets, the terms 
an d  con d ition s of access an d  use, 
to g e th e r  w ith  d is c la im e rs , a re  
essential.

In  p a r tic u la r , issu es to  d o  w ith  
security, containing representations 
a n d  lim ita tio n s  of liab ility , are  
im p o rta n t  in g re d ie n ts  w h e n  
estab lish in g  e x tra n e ts . R eferen ce  
should be m ade back to the points 
m ade regard in g  trad in g  term s and  
conditions and to disclaimers.

36 COMPUTERS & LAW


