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1 Introduction
Outsourcing rem ains popular within 
the financial services sector,
particularly in these cost conscious  
times. Current trends include business 
process outsourcing and 'offshoring', 
or outsourcing from high cost

locations to low er cost locations. A t 
the sam e time, there has been an 
increase in regulatory scrutiny o f  
outsourcing. M ost financial services  
regulators now have some form o f  
control over, or guidance in respect of, 
outsourcing. W hile the general 
emphasis is one o f  risk m anagem ent,

this guidance is not harmonised. This 
article exam ines some exam ples o f  
regulatory guidance in the Asia  
Pacific region and exam ines how the 
different approaches taken by 
regulators potentially com plicates 
outsourcing in the financial services 
sector.

Continues page 3

in  th is issue:
Regulation o f outsourcing In the financial services 
sector in the Asia Pacific..................................... .........  i

Graham Jefferson

Managing IT contracts: Lessons from the GEC
Marconi decision...........................................................  6

Paul Armarego and Richard Morrison

ARIA launches world first action against ISP.............. 9

Natalia Ceoia

Misleading foreign websites not tolerated by 
Australian courts............................................................ 10

So much for cheap technology..........................................  13

Brett Farrell

A snapshot of technology transfer in China: A review of 
the Legal context (Part 2)..................................................... 16

Limn London Rabinowitz

ISPs and the balance between personal privacy and 
public law enforcement.............. ................... ......... ........... 19

Andrew Stone

Samantha Brown



Regulation of outsourcing in the financial services sector in the Asia Pacific
Continued from page 1

2 Outsourcing trends in 
financial services -  
‘offshoring’ and business 
process outsourcing

O utsourcing in the financial services 
sector has been popular for some time. 
H ow ever, recent disappointing 
econom ic conditions and other factors 
have introduced an emphasis on cost 
containm ent and outsourcing is 
increasingly seen as a means o f  
reducing fixed costs or converting  
fixed costs into variable co sts .1 If  one 
is able to outsource to a service  
provider operating in a location where 
w age and other costs are low the 
potential savings increase dram atically. 
This has led to a significant amount o f  
outsourcing to India and other lower 
cost locations.2

D eutsche B ank has engaged in a 
sophisticated program  to ‘offshore’ 
technology and operations functions 
from  high cost locations to low cost 
locations.3 In 2 0 0 2 , it divested its 
B angalore based IT  functions to a joint 
venture with the Indian technology  
provider, H C L  T echnology, with a 
view to creating a leading Indian based 
outsourcing services com pany. The 
end result, D SL Lim ited, now provides 
a wide range o f  technology and back- 
office services to Deutsche Bank  
businesses operating in London, New  
Y o rk , Frankfurt, Sydney and 
Singapore.

D eutsche Bank is not alone among  
financial services institutions in 
identifying offshoring as a strategy to 
m anage down costs and increase 
efficiencies. On 13 O ctober 2 0 0 3 , 
B ank o f  A m erica announced that it 
would extend its outsourcing activities 
in em erging markets by establishing an 
Indian subsidiary. A nalyst commentary' 
at the time reported that tw o-thirds o f  
US based banks outsource technology  
and operations w ork to developing  
countries such as India, China and 
R ussia.4 In the following week H SB C  
announced plans to employ 8 ,0 0 0  
people in global processing centres 
located in China, M alaysia and India.5 
The predictions are that activity o f  this 
type will increase dram atically in the 
next few years.6

The second interesting outsourcing

trend in the financial services sector is 
business process outsourcing (BPO). 
M ost outsourcing that has occurred in 
financial services to date has involved  
the transfer o f  m anagem ent o f  data
centres, desktop services, computing  
infrastructure and applications
development. B PO  extends what can  
be outsourced and involves engaging a 
third party service provider to perform  
actual business processes or functions. 
These functions are usually very  
closely aligned to the core processes o f  
the client business. Exam ples from the 
financial services sector include 
cheque processing, reconciliation
functions and middle and back-office
operations. Payroll and human
resources functions and procurem ent 
and accounts payable processes are 
also potentially the subject o f  B PO  
activity. B ecause operational expenses 
in financial institutions are typically  
seven times larger than technology  
spending,7 the potential scale o f  the 
B P O  m arket is enorm ous and 
predictions extend to U S$1 OObn over 
the next five years.

One aspect o f  B PO  that deserves 
particular attention is the potentially  
increased com plexity and
interdepedence between service  
provider and client that results from the 
outsource. The transfer o f  technology  
and business know ledge to the 
outsourcing service provider exposes 
the client to increased risks in the event 
that the relationship breaks down. 
G enerally speaking there are m ore 
com plex processes involved, which  
introduce additional operational risks.

Offshoring and B PO  each have the 
potential to dram atically alter the risk 
profile o f  banks. This presents a unique 
challenge to financial services 
regulators. W hat are they doing about 
it?

3 An increased regulatory 
focus on outsourcing

A t the same time as offshoring and 
B PO  have becom e attractive to the 
financial services sector, there has been 
increased interest by financial services 
regulators in outsourcing activity. The 
regulatory' focus is probably a 
consequence o f  a m ore general m ove  
to scrutinise and seek to supervise

operational risk.8 In the case o f  
technology outsourcing the 
experiences o f  the so-called Y e a r 2 0 0 0  
or Y 2 K  problem may play a part. 
W hile Y 2 K  proved to be less 
disastrous than many had predicted, the 
potential operational risks to the 
financial services comm unity were 
significant.9 M odem  banks are 
com pletely reliant on technology and, 
in a very real sense, regulators cam e to 
appreciate how poorly m anaged  
technology can lead to serious 
operational and market risks. It is 
therefore not surprising that banking 
regulators have started to focus on the 
im plications o f  outsourcing within the 
financial services sector.

H ow  does the various regulatory  
guidance on outsourcing operate? The 
threshold question is obviously ‘what 
activity is actually regulated?’ The 
difficulty for regulators is to cast the 
net wide enough to catch activity that 
is likely to expose banks to increased  
prudential or operational risk, without 
casting it so widely that every type o f  
service contract becom es the subject o f  
additional regulatory scrutiny.

Som e regulators have considered this 
issue closely and decided how best to 
narrow the scope o f  their outsourcing  
guidance. The m ost com m on solution 
is the adoption o f  some materiality 
criteria. The Australian Pmdential 
R egulatory Authority (A P R A )  
Standard10 applies only to outsourcing  
o f  business activities that are ‘m aterial’ 
in nature, e.g. “one that has the 
potential, if  disrupted, to impact 
significantly on the [financial 
institution’s] business activity, 
reputation or profitability” . 11 Factors to 
be considered in determining 
m ateriality include:

(a) financial and reputational im pact 
o f  a failure o f  the service;

(b) the cost o f  the outsourcing  
relative to the financial 
institution’s total costs;

(c ) the degree o f  difficulty in 
replacing the service provider or 
bringing the service back in- 
house; and

(d) the ability o f  the financial 
institution to meet regulatory  
requirements if there was a failure 
o f  the service provider.
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The U K  Financial Services Authority  
guidance adopts a sim ilar approach12 
and specifically states that “the 
purchase o f  a standardised service  
from, for exam ple, B loom berg or 
Reuters and the provision o f  custody  
arrangem ents fall outside o f  the 
definition m aterial outsourcing” . 13

Unfortunately, this challenge does not 
seem  to have been met by the m ajority  
o f  financial services regulators 
operating in A sia Pacific. The 
regulatory guidance surveyed in the 
region does not generally limit the 
definition o f  outsourcing in any 
meaningful w ay .14 A s a result, a wide 
range o f  relatively low risk activities 
that are regularly delegated to third 
party service providers15 m ay now be 
the subject o f  regulatory guidance. 
This adds to the w orkload o f  the 
regulators in question. It also has the 
potential to com plicate what should be 
straightforw ard contractual
arrangem ents.

4 C om plications arising from  
regulation

O nce the scope o f  the regulated  
activity is determined, the focus o f  
interest m oves to the substance o f  the 
guidance. W hat is actually required? 
N ot surprisingly, a variety o f  
approaches are exhibited. In some 
cases the emphasis is prim arily on 
confidentiality,16 for others the location  
o f  the service provider is im portant.1'

Fortunately, m uch o f  the detail o f  the 
regulatory guidance regarding  
outsourcing is little m ore than a 
statem ent o f  best practice. For 
exam ple, there are numerous 
recom m endations that outsourcing  
arrangem ents be the subject o f  written  
co n tracts .18 Other recom m endations 
relating to termination rights, service  
levels, charges and dispute resolution  
are sim ilarly non-contentious.

That said, there does not seem  to have 
been m uch, if any, consultation  
between regulators as to the best 
approach to take to controlling risks 
associated with outsourcing or 
adoption o f  com m on standards. This 
diversity o f  approach creates logistical 
issues in projects involving multiple 
jurisdictions, for exam ple,

consolidating operations in Sydney, 
Singapore, H ong K ong and Kuala  
Lum pur into a single outsource service  
provider based in Bangalore.

Further, not all the guidance is 
consistent with com m on outsourcing  
practice and som e regulatory  
requirements m ay com plicate the 
process in w ays that w ere probably not 
intended. F o r exam ple, A P R A  requires 
that the relevant outsourcing contract 
grant A P R A  access to the service  
provider’s prem ises and facilities.19 
The rationale for this is understandable 
and an appropriate clause can often be 
negotiated into the agreem ent with the 
service provider itself. H ow ever, the 
m atter becom es m ore com plicated  
when one appreciates that many 
outsourcing arrangem ents rely upon 
com plex agreem ents between the 
principal service provider and sub
contractors. Often these relationships 
have been established before the 
financial services institution in 
question decides to outsource and the 
web o f  contracts m ay not readily be 
changed. W here the sub-contractors 
are them selves overseas it becom es 
even m ore difficult to negotiate in 
visits by a foreign regulator. W hile 
A P R A  indicates that it will only 
conduct on-site visits if they are 
considered necessary and would 
norm ally seek the information from the 
financial institution, questions do arise 
in negotiations about the frequency of  
visits, who bears the costs etc. 
Obviously, this could be identified as 
an issue during due diligence. How  
often this occurs in practice is another 
matter.

In the Singapore Guidance, the primary 
issue is confidentiality. H ow ever, the 
conditions under which outsourcing  
m ay be carried out require that the 
contract be terminable where there is a 
change o f  control in the service 
provider.20 This right to terminate is 
som ething that service providers often 
resist quite forcefully. Is including a 
clause conferring this right the best 
w ay to m anage the perceived risks? If  
so, why do other regulators not insist 
upon it?

Another interesting exam ple o f  where 
the relevant regulatory guidance 
com plicates cross border outsourcings 
occurs in the case o f  M alaysia. Bank

N egara M alaysia’s approach is to 
provide a blanket permission in respect 
o f  outsourcing certain functions to 
“resident service providers” . 
Outsourcing to non-resident suppliers 
requires prior approval. The 
justification for this approach is the 
need to “develop and nurture a group 
o f  domestic outsourcing providers to 
cater for the need o f  the econ om y”.21 
This justification goes some distance 
from m anaging operational or other 
prudential risk and appears to be 
m otivated by more pragm atic 
econom ic considerations.

The Hong Kong and Singaporean  
regulators also identify concerns with 
offshoring. In Hong Kong financial 
institutions “should not outsource to a 
jurisdiction which is inadequately 
regulated or which has secrecy  laws 
that may ham per access to data by the 
H K M A ” .22 W here an offshore tax  or 
police authority seeks access to H ong  
Kong data, the financial institution is 
to advise the H K M A  and “if  such  
access seem s unwarranted the H K M A  
reserves the right to require the 
[financial institution] to take steps to 
m ake alternative arrangements for the 
outsourced activity” .23 The Singapore 
Guidance is less prescriptive but does 
require that offshore supervisory  
authorities seek permission from the 
M onetary Authority o f  Singapore 
before accessing Singaporean custom er 
data.24

5 C onclusions
It is evident that offshoring involving  
Hong K ong, Singapore and M alaysia  
becom es com plicated. Interestingly, 
the regulatory approaches discussed  
seem  to reflect m ore general issues 
with outsourcing in the region, and to 
some extent the regulatory guidance 
issued in A sia P acific reinforces 
themes identified in studies o f  
outsourcing activity. The Gartner 
Group identified security and privacy  
issues am ong the top reasons that 
com panies based in A sia P acific  
choose not to outsource.25 In individual 
discussions with users, the Gartner 
analysts detected that business and IT  
executives running Asian based  
businesses were uncom fortable with 
the idea o f  losing direct personal and 
physical control o f  their business data.
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This factor was identified as being
uniquely strong in the Asia Pacific

26region.

One consistent theme in the regulatory  
guidance (in A sia P acific and 
elsew here) is that senior management 
o f the relevant financial institution 
remains responsible for the risks 
associated with the outsourced  
activity.27 A P R A  sum m arises the 
position as follow s: “ [W jhile
outsourcing m ay result in day-to-day  
m anagerial responsibility m oving to 
the service provider, accountability for 
tne business activity rem ains with the 
[financial institution]” .28 One doubts if  
any regulated institution would 
seriously argue against this 
proposition, but it nevertheless serves 
to reinforce the im portant point that 
outsourcing cannot be seen as a tool to 
shunt operational and other risks. 1
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