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detected, and Dutch authorities are 
disruption. investigating claims that the gang 

Botnets have been used for attempted to blackmail a North 
various purposes including: American organisation. It is not 

of service attacks against web sites Zombies will send letters to more 
or organisations, for financial gain or than 3,000 ISPs around the world 
corporate defamation. urging them to employ protective 

Each participating ISP in the measures to prevent their customers’ 
• 	 transmitting bulk spam unusual for criminal gangs to use 

messages—Sophos (2005) zombie networks to extort money 
stated that compromised from online companies, forcing them 
computers are responsible for to pay to prevent a DDoS attack 
40 per cent of global spam against their websites. 

pilot has agreed to a protocol for the computers from being hijacked by 
Internet Security Initiative during the spammers. These measures include: 
trial period. Under this protocol, each • blocking a common internet port 
ISP will advise ACMA on the action used for email when possible 
it would take in regard to customers • applying rate-limiting controls for 

• 	 sniffing traffic—software If a computer’s operating system whose details are passed to it by email relays; 
that captures data, such as appears slower than normal, or if ACMA. All five ISPs have agreed to • identifying computers that 
passwords the hard drive spins when the user a protocol that customers will not are sending atypical amounts 

• 	 keylogging—remotely is not accessing it, or if the internet 
monitoring someone’s connection becomes active when it 
keystrokes to obtain personal should not be, then the computer may 
information, such as logon have been compromised. 
names and passwords The best-case scenario is that 

be summarily disconnected from of email and take steps to 
the internet. This does not preclude determine if the computer 
ISPs from quarantining a computer is acting as a spam zombie. 
from the network if it is causing When necessary, quarantine 
network disturbance. The protocol is the affected computer until 

• 	 spreading new malware— it will merely affect the way that 
designed to cause damage or individual computer system operates; 
obtain personal information. for example, slowing computer 
Sophos reported on response times to ‘clicks’, or the time 

10 October 2005 that authorities taken to download web pages or 
in the Netherlands have arrested information from the internet. This 
three men suspected of running may be inconvenient and annoying for 
a zombie network of more than the computer’s users. 
100,000 computers, including In the worst case scenario, 
computer hacking, installing the computer could be unwittingly 
spyware and using compromised used to send personal information 
computers without permission. without the user’s knowledge or 
Prosecutors claim that the men consent to another person who 
ran a zombie network of 100,000 uses the information to defraud the 
infected computers around the user or in combination with other 
world, one of the largest ever ‘zombies’ to launch spam or denial 

consistent with ISPs' existing service the source of the problem is 
agreements. removed; 

In May 2005, the US Federal • providing plain-language 
Trade Commission and 35 information for customers 
government partners (including on how to keep their home 
ACMA) from more than 29 countries computers secure; and 
announced ‘Operation Spam Zombies’, • providing or pointing their 
an international campaign to educate customers to easy-to-use tools 
ISPs and other providers about to remove zombie code if their 
hijacked or zombie computers that computers become infected. 
spammers use to flood inboxes. 

Twenty members of the London 
Action Plan, an international For more information about 
network combating spam, and 16 ACMA’s anti-spam activity, see the 
additional government agencies who ACMA website at www.acma.gov. 
will participate in Operation Spam au (go to Internet > Spam). 

IMPROVED 

ARRANGEMENTS FOR 

PRIORITY ASSISTANCE CUSTOMERS 
ACMA has approved changes 
to Telstra’s priority assistance 
arrangements. The changes 
streamline the application 
process for priority assistance 
customers, extend the renewal 
period from one to three years 
and mean customers will no 
longer have to renew their 
registration when they move 
house. 

The approved changes build 
on existing arrangements and 
will deliver improved service 
levels for priority assistance 
customers. 

Priority assistance is an 

enhanced level of telephone 
connection and fault repair 
service for people with a 
diagnosed life-threatening 
medical condition who are at 
risk of suffering a rapid, life-
threatening deterioration in their 
condition. 

The changes are contained 
in a variation to Telstra’s 
Priority Assistance for 
Individuals Policy, an appendix 
to its Standard Marketing Plan, 
which is available on the Telstra 
website, www.telstra.com. 

A variation to a Standard 
Marketing Plan is subject 

to approval by ACMA in 
accordance with section 12W 
of the Telecommunications 
Act 1997. ACMA has 
discretion as to whether it will 
require a provider to publish 
a draft variation to a Standard 
Marketing Plan for public 
comment. 

ACMA does not consider 
public consultation is 
warranted in this instance, 
given the substantial public 
consultation that occurred in 
a review of the policy by the 
Australian Communications 
Authority in 2004. 

i n b r i e f 

ACMA ALLOCATES 
SUBSCRIPTION TV 
LICENCE 
ACMA has allocated one subscription 
television broadcasting licence to 
Hotel Entertainment Network Pty 
Ltd. 

Hotel Entertainment Network 
proposes to deliver a range of 
programs including news, weather 
and movies, as well as services of 
interest to members of the Australian 
Hotels Association and their patrons. 

Unlike apparatus licences or 
other service delivery permits, these 
licences do not have geographical 
limitations. Therefore, a service 
licence is valid throughout Australia 
as long as the programming on that 
service is the same in all areas of 
reception. If the service differs in a 
location, a separate service licence is 
required. 
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