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Internet regulation: 
conflict and compromise

In earlyJuly, the Standing Commitee ofAttomeys-General will discussJeff Shaw QCsproposition fo r  a national scheme 
o f regulation fo r  the Internet. The so-called Shaw Bill' has been widely criticised by Internet users a nd  advocates o f 
free speech. Chris Connolly discusses the Bill in the context o f  recent US attempts to regulate the content o f on-line 
material, and  suggests that the difficulties likely to be encountered in passing such legislation may leave the lawmakers 
searching fo r  a compromise solution.

new  acronym  may soon be 
added to the blossom ing 
list already em ployed  in 
communications policy dis

cussion, for the Platform for Internet 
Content Selection (PICS) is set to be
come very familiar to m em bers of the 
Internet community.

PICS is designed to enable super
visors, parents, teachers and 
other individuals to block 
access from their com put
ers to certain Internet re
sources, w ithout censoring 
w hat is distributed to o ther 
sites. (See the description 
of PICS).

PICS has grow n in rec
ognition as censorship  re
gim es based  on crim inal j  
sanctions and prohibitions 
have increasingly found ju
dicial and com m unity dis
favour. T he first b a tt le 
g ro u n d  w as th e  U n ited  
States, w here earlier this year the 
Clinton adm inistration in troduced  
the Com m unications D ecency Act 
(CDA). Here in Australia, PICS type 
solutions have gone 'head  to h ead 1 
with p roposed  State based  criminal 
sanctions and prohibitions.

The United States

The CDA m akes it an offence to use 
a te leco m m u n ica tio n s  dev ice  to  
know ingly m ake or transm it 'inde
cent' or 'patently offensive' material.

In a rem arkable decision, a three 
judge panel of the US District Court

for the Eastern District o f Pennsylva
nia found the CDA unconstitutional 
on the grounds that it violated free 
speech, granting a prelim inary in
junction on 12 June 1996 - just four 
m onths after the CDA's com m ence
ment.

The decision itself is an interest
ing insight into the nature of both

B u l l e t i n

free speech and  the Internet. Judge 
Blackwater expressed the reasons 
beh ind  the decision in the following 
terms:
'Cutting through the acronym s and 
argot that littered the hearing testi
m ony, the Internet m ay fairly be de
scribed as a never-ending w orld
w ide conversation. The Governm ent 
may not, through the CDA, interrupt 
that conversation. As the m ost par
ticipatory form  of mass speech  yet 
developed, the Internet deserves the 
h ighest protection from governm en
tal intrusion'.

Nearly as rem arkable w as the re
action of President Clinton, w ho  im

m ediately  issued  a press release 
w hich, far from dam ning the judges 
and declaring an im m ediate appeal, 
con ta ined  an alm ost conciliatory 
statem ent:
'I will continue to do everything I can 
in my Administration to give families 
every available tool to protect their 
children from these [offensive] m ate

rials. For exam ple, we vig
orously support the devel
opm ent and w idespread 
availability of products that 
allow both  parents and 
schools to block objection
able materials from reach
ing com puters that chil
dren use. We also support 

. the industry’s accelerating 
i ' efforts to rate Internet sites 

so that they are com pat
ible with these blocking 
techniques.'

Enter PICS. It seems that 
while the US w ent through 

the lengthy and expensive process of 
introducing censorship  legislation 
based on a criminal regime and argu
ing its legality in the courts, the 
Internet industry came up  with a tech
nological solution of its ow n - a more 
sophisticated version of the V chip, 
w hich may allow the G overnm ent to 
back dow n gracefully, and consider 
a com prom ise position acceptable to 
both governm ent and industry.

M Austra lia

In Australia, during the same period, 
an almost identical scenario was be
ing played out.
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1111 PICS - a brief description
The Platform for Internet Content Se~ of Internet materials or to third parties, acceptable for use in primary schools,
lection (PICS) is an industry led initia- The PICS founders describe it as anaio- and then issue its own set of selection
five to develop tools to give Internet - - gous to 'specifying where on a package software to teachers and parents, Chil- 
users (espedally parents) a degree of a  label should appear, and in what font dren can be protected by the filtering
control over the types ofinformation: it should be printed, without specifying effect of the selection software chosenfor 
which can be accessed. Some of these what it should say’. them by their parents or teachers. In their
tools include 'self rating’ .of lntemet H j  ':The;::bastc system interposes ’se lec-, simplest form, selection softwaieprod-

tion’ software between the recipient nets can replicate current classifications 
and the Internet materials. The ‘selec- used for television or film, so that the 

- tion’ software might be ‘SurfWatch’ or individual using the computer can get an 
;; "CyberView* (products already avail- understanding of the ‘rating’ of an Internet 

able),- o r any new products which im- site before accessing It. 
piement the PICS standard. - WithPICS, no external agency applies

’fort by US-companies to develop a Labels can come from many sources, their set of standards to ■what information
^technical ifyrastmcturewhich would r; Publishers may label products with any may or may not appear on the Internet, 
support the development of a  ’label-'- . ,  text they choose s such 'as 'suitable for Any information may appear, thus avoid- 

. Img’systemformaterialontheinternet V  adults'bnfy^ThirdpartiescanalsoIabel ing the adverse effects on free speech 
PICS does not regulate the content of material - for instance, an educational likely to be caused by censorship
the labels - that is left to the publishers authority might label information itfinds regimes.O- _____________ , ,

{..'products, aiki th ird  pmiy^mtlng by 
neutral observers - an approach many 

:' are Finding preferable to the "prohibi- 
tion  ̂measures beingproposedby state i 
legislators*
::y.;PKS^begah as acollabdmtive ef-

Federal and State censorship offi
cials and ministers began working on 
a censorship regime for the Internet in 
early 1995, and in July of that year a 
short consultation paper on 'The Regu
lation of On-Line Information Serv
ices' was distributed for comment by 
the Federal Attorney-General’s Depart
ment and the Departm ent of Commu
nications and the Arts.

This paper contained draft 'offence 
provisions' relating to the storage and 
transmission of offensive material on 
on-line services. The eventual results 
of this consultation staggered and 
shocked both the Internet community 
and the wider community: the paper's 
proposed offence provisions were 
adopted by the NSW Attorney-Gen
eral as the starting point for new  State 
legislation.

In April 1996Je ff  Shaw announced 
that his Department was preparing a 
Bill to make it 'an offence to transmit, 
advertise, permit access to and re
trieval of offensive material through 
on-line services.' His stated intention 
was to have the Bill accepted as Uni
form National Legislation, linked to 
the National Classification Code which 
already exists for publications, film,

videos and com puter games. The 
Internet community was perplexed 
by the possibility that a governm ent 
would apply such a sweeping censor
ship regime to the Internet. A copy of 
the draft legislation was soon leaked 
to the Electronic Frontiers Association 
and posted on the Internet. The leaked 
draft contained provisions banning 
material considered unsuitable for 
children (rated MAI 5 or above) com 
pletely, even from private electronic 
mail. The leaked draft also required 
Internet Service Providers to 'monitor' 
both the material being transmitted 
and the age of the persons accessing 
material in order to defend themselves 
against criminal prosecution.

£ 2 2  Community outrage

These and other provisions of the 
leaked draft resulted in w idespread 
outrage amongst the Internet com m u
nity. The Electronic Frontiers Associa
tion labelled the proposed legislative 
regime 'one of the most repressive 
censorship systems in the world'. Le
gal minds turned to consideration of 
the legality and constitutionality of the 
proposed offences - a legal minefield

in Australia’s complicated state and 
federal jurisdictions. Free speech was 
under threat, and there were many 
prepared to defend it.
In a reply to this growing criticism, Jeff 
Shaw’s office issued a press release in 
May (perhaps the low point of the 
entire debate) defending his propos
als and stating that the Internet en
couraged paedophilia - a claim which 
naturally caused a great deal of of
fence in the Internet community.
He stated that he w ould place the 
proposed legislation before the next 
meeting of the Standing Committee of 
Attorneys-General (SCAG), and if ac
cepted at that meeting, it w ould be 
in troduced  into State Parliam ents 
shortly thereafter. However, as no au
thorised copies of the proposed Bill 
were released, concerned parties were 
left with only the leaked draft to com
ment on.

During all of this period, the Aus
tralian Broadcasting Authority had 
been conducting its ow n inquiry into 
'The Content of On-Line Services'. The 
ABA issued a lengthy discussion pa
per, received hundreds of submis
sions, attracted wide media coverage 
and encouraged open debate. The
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Com m unications Law Centre, along 
with a num ber of o ther organisa
tions, lobbied Jeff Shaw’s office to 
postpone consideration of state cen
sorship legislation until the com ple
tion of the ABA inquiry. At the  time 
of writing (26 June), the ABA is due 
to release its final report (im m i
nently), and the Standing Commit
tee of Attorneys-General is due to 
discuss the 'Shaw Bill' on  11 and  12 
July. The ABA conducted  a m ore 
visible inquiry and  received a large 
num ber of subm issions supporting 
industry self regulation or no regula
tion. (See CU122 for a sum m ary of 
the CLC subm ission). The Chairman 
of the ABA recently announced  that 
he expected  the inquiry to 'report 
positively on the set of standards 
being developed  for the Platform for 
Internet Content Selection (PICS)'.

PICS is in essence a technological 
solution to the classification and  de
scription of m aterial on the Internet 
w hich hands back control to the end 
users. It is a far cry from the criminal 
sanctions and prohibitions outlined 
in the leaked draft of the Shaw Bill, 
and  som ething of a 'com prom ise so
lution' designed  to p lease a diverse 
range of interests. PICS is likely to 
form  the heart o f any p roposed  self 
regulation of the Internet industry in 
Australia.

Behind the scenes

So how  did Australia end  up  with 
tw o opposing  regulatory proposals? 
This, at least, is the appearance w hen 
the only inform ation available to the 
public is a leaked  draft Bill together 
w ith a bund le  of angry press re
leases from  Jeff Shaw’s office. But 
perhaps appearances are deceptive. 
Just as the In ternet is an ever chang
ing and  dynam ic m edium , regula
tory policy can also be a m oveable 
feast.

The draft Bill leaked to the Elec
tronic Frontiers Association is a crude

piece of legislative drafting, contain
ing num erous legal and technical 
errors, w hich if im plem ented w ould 
result in one of the most extrem e 
and repressive censorship regimes 
imaginable. It looks and feels out of 
date. It is unlikely that all of the 
prohibitions and offences outlined 
in the leaked draft could survive the 
extensive drafting and review  proc
ess w hich must take place in every 
state before a uniform  national law 
can be enacted.

The Electronic Frontiers 
Association labelled the 

proposed legislative regime 
'one of the most repressive 

censorship systems in 
the world'

There are indications that the pro
posed  legislation has already been  
redrafted, and that m any of the ele
m ents causing concern might no 
longer exist. In a recent letter to City 
H ub  m agazine, Jeff Shaw stated: 'I 
cannot be sure that the ‘leaked’ copy 
of the legislation actually reflects the 
current proposals, as I have not seen 
it. The draft legislation is confiden
tial because it is still before SCAG. 
The legislation has not been  final
ised, and changes may be m ade'.

Just as the Internet is an 
ever changing and dynamic 
medium, regulatory policy 

can also be a moveable 
feast

John Dickie, the Director of the 
Office of Film and Literature Classi
fication, also hinted that the p ro
posed  legislation may have changed. 
Speaking at a recent AIMIA (Austral
ian Interactive Multimedia Industry 
Association) seminar, Dickie cau
tioned participants in the debate not 
to judge the governm ent on rum ours 
that the  cut-off standard  for the

Internet w ould  be set at MAI 5. He 
expressed a personal opinion that 
this particular requirem ent w ould 
not survive even the second  draft of 
the legislation.

The Agenda for the SCAG m eet
ing on  11 and  12 July is in itself 
informative. The ABA report is to be 
discussed before the p roposed  State 
legislation is considered, and  there 
is a particular em phasis on develop
ing a consistent approach.

Just as Bill Clinton found that a 
possible technological solution over
took his Administration's censorship 
regime, so too m ay the State Attor
neys-G eneral find that technologi
cal solutions com bined w ith strong 
ABA backing for industry self regu
lation may overtake their ow n legis
lative proposals. Indeed, Jeff Shaw’s 
m ost recent com m ent on the debate 
appeared  to favour solutions such 
as PICS over criminal sanctions and 
prohibitions:

'I agree with Bill Gates that tech
nology can provide a m uch m ore 
effective safeguard w ithout restrict
ing the free flow of ideas. The idea 
behind  the legislation is to ensure 
that this occurs' {City Hub  20 June
1995).

If PICS is considered as an instru
m ent of regulatory policy, it is to be 
hoped  that the ABA's report incor
porates a careful consideration of 
the strengths and lim itations of tech
nological solutions to censorship is
sues. Given the borderless character 
of on-line com m unications, any ef
fective deploym ent of technological 
tools m ust eventually consider the 
international standardisation of clas
sification systems concerning visual 
and prin ted  material.

In any case, it is to  be hoped  that 
'the idea beh ind  the legislation' re
ceives a m ore prom inent place in 
the debate, and that the repressive 
regime as outlined in the leaked draft 
Bill is allocated to its p roper place - 
the w astepaper basket.Q

Chris Connolly
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