
Telstra’s soft-sell on CND
Telstra’s public education campaign for Calling Number Display fails to deal with the 

issues of real concern to consumers, argues Tim Dixon

ustralians are about to con­
front a new challenge to their 
privacy with the introduction 

of a Calling Number Display service 
on ordinary telephone lines. Telstra 
is currently conducting a CND pub ­
lic' education campaign, as required 
by the Australian Com m unications 
Authority (formerly AUSTEL) so that 
consum ers are able to make an in­
formed choice about their use of this 
new technology when it is launched 
in Decem ber 1997. But as the public 
education campaign has been rolled 
out, Telstra’s approach to the cam ­
paign has raised questions about 
w hether consum ers really will be 
able to make an informed choice 
about CND

Why have CND?

'The main purpose of CND is to in­
form the call receiver of the identity 
of the calling party. This m akes it 
possible to know w ho is calling (or 
at least, what num ber they are call­
ing from) before picking up the 
phone. While the technology has 
some uses in the home, its main 
application will be in the com m er­
cial world w here it m akes it possible 
for com panies to improve the speed  
of their service, track phone calls 
and store records of callers.

The introduction of CND has 
proved controversial overseas. In the 
United States, w here CND technolo­
gies first becam e w idespread, there 
has been ongoing debate betw een 
privacy advocates and telecom m u­
nications com panies over the intro­
duction of CND. Regulatory controls 
have been used by several states in 
response to the problem s with the 
use of CND. In many cases, phone 
com panies have allowed people  to

block their calls either on a one-by- 
one basis or perm anently -  but have 
charged for these services.

Telstra’s strategy appears to 
have blurred the distinction 

between public education and 
marketing, assuming that so 
long as details on costs and 
how to purchase the service 
are not provided, it is not a 

marketing campaign.

Australia authorities have p ro­
m oted public discussion of the im­
pact of CND, aware of the problem s 
associated with the introduction of 
CND overseas. The AUSTEL Privacy 
Inquiry in 1992 included discussion 
of CND, which was later followed 
up by a more detailed report from 
AUSTEL’s Privacy Advisory Commit­
tee (PAC) in 1996. Many issues w ere 
canvassed in the debate, including 
how  consum ers can block display­
ing their phone num ber, w hether 
businesses should be able to receive 
calling num bers as well as residen­
tial customers, what it might cost 
and what threats it might pose to 
privacy. But for privacy and con­
sum er groups, the litmus test of pri­
vacy safeguards was w hether the 
technology w ould be ‘opt-in’ or ‘opt- 
o u t’ -  w hether, once introduced, 
everyone’s num ber w ould be dis­
played from the start, or w hether 
people w ould need to sign up b e ­
fore their num ber was displayed.

AUSTEL PAC report

Eor many consum ers, the greatest 
risk to their privacy with CND will 
come from its use by organisations.

CND allows organisations such as 
businesses and governm ent agen­
cies to keep  a record of the contact 
time and  call num ber w henever a 
person  m akes a call. They can easily 
reverse-m atch the calling num ber 
with either their ow n records or an 
electronic phone directory, allow­
ing the organisation to record w here 
som eone is calling from (and po ten­
tially w ho  they are) before they have 
even had the opportunity  to speak 
to anyone. Most consum ers are not 
aware of this technological capabil­
ity, but unless they are m ade aware 
they  c an n o t m ake an inform ed 
choice about w hether they want to 
be ‘in’ or ‘o u t’.

The PAC d ec id ed  to recom ­
m ended the introduction of CND on 
an kop t-ou t’ basis, but with the pro­
viso that a high level of public aw are­
ness on som e critical issues must be 
achieved prior to the launch of a 
CND service. The PAC stated that 
the technology should not be intro­
duced  until research had show n that 
at least 80% of consumers were aware 
of three key issues:
• that CND is being introduced, and 

that as a result phone num bers of 
calling parties will be displayed 
automatically to consumers w ho 
subscribe to CND services

• the privacy implications of sending 
their num ber, in that consumers 
may be identified by their num ber 
before their phone call is answered, 
and that their num ber may be cap­
tured by organisational users of 
CND

• how  consum ers can manage their 
personal privacy by opting out of 
sending their num ber through call 
blocking (line and per call) regard­
less of w hether they subscribe to
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CND display services, and that line 
blocking will enable consumers to 
maintain their current telephone 
status.

The report indicates that the 80% 
awareness should be reflected in 
special needs groups such as rural 
and remote consum ers, older p eo ­
ple, people with disabilities and si­
lent line customers, as well as in the 
general population. The report also 
recom m ended that w hen CND was 
made available, consum ers should 
be able to choose to block calls ei­
ther on a call-by-call basis, or all 
calls, w ithout extra charges.

Telstra's ‘awareness* 
campaign

After the release of the AUSTEL re­
port, Telstra decided to launch an 
Easycall Calling N um ber Display 
service in D ecem ber 1997. In order 
to achieve this target date, an inten­
sive public education cam paign is 
being conducted over coming w eeks 
to raise aw areness of CND. The cam ­
paign involves a string of TV and 
press ads, a bill insert, information 
booklets, and a 1800 num ber for 
further information. Telstra is confi­
dent that the public education cam ­
paign will achieve the level of aw are­
ness required to m eet the AUSTEL 
requirement.

CND allows organisations such 
as businesses and government 
agencies to keep a record of 

the contact time and call 
number whenever a person 

makes a call.

Telstra has also established a 
Public Education Campaign refer­
ence group to give input into the 
process of raising aw areness of CND 
and to monitor the research relating 
to the public aw areness campaign. 
Further down the track, it will con­

d u c t d e ta i le d  su rv e y  re s e a rc h  
through an independent firm to es­
tablish that it has achieved the level 
of aw areness required for the intro­
duction of CND.

It had appeared from the AUSTEL 
report and the initiative taken by 
Telstra that even if the introduction 
of CND was not up to best-practice 
in privacy protection, Australia could 
do better than many countries in 
introducing CND with a reasonable 
level of public awareness. At the 
very least, people w ould not be dis­
covering CND becom e som ething 
had gone w rong w hen their num ber 
was disclosed.

However, problem s have now  
em erged as Telstra has begun roll­
ing out its public education strategy. 
C onsum er g ro u p s co n su lted  by 
Telstra have raised serious concerns 
about w hether the CND education 
cam paign really complies with the 
spirit of the AUSTEL requirem ents. 
Although the AUSTEL PAC report 
was mainly concerned with the risks 
involved in its use, the cam paign 
presents an almost totally positive 
perception of CND. It largely ignores 
the problem s and risks involved in 
using CND. Telstra’s strategy appears 
to have blurred the distinction b e ­
tw een public education and m arket­
ing, assum ing that so long as details 
on costs and how to purchase the 
service are not provided, it is not a 
m arketing campaign.

The main criticism of the cam ­
paign is that it ignores the com m er­
cial use of CND -  the area of greatest 
concern to consumers. Instead, the 
‘education ’ cam paign focuses on 
situations w here residential custom ­
ers w ould use CND with o ther resi­
d en tia l cu sto m ers . In d ee d , the  
Telstra cam paign stands accused of 
trivialising the serious issues raised 
by CND with an advertising strategy 
w hich is centred on how an 8-year 
old boy uses CND to com m unicate 
with his uncle and a prospective

girlfriend. A m ore responsible pub ­
lic education  cam paign might have 
inform ed  consum ers abou t how  
CND will be used  by organisations -  
the issue w hich most concerns con­
sumers, as Telstra’s ow n research 
has show n.

Some of (Telstra's) campaign 
information risks misleading 

consumers about the 
safeguards for their privacy.

In fact, not only has Telstra failed 
to present a balanced view of the 
impact of CND, but som e of the 
cam paign information risks mislead­
ing consum ers about the safeguards 
for their privacy. For most house­
holds, the most detailed information 
about CND will com e from inserts in 
their phone bills. Again, the bill in­
serts give little information about 
how  businesses will use CND. But 
worse, they indicate that Telstra has 
developed ‘guidelines’ for how  busi­
ness will use the information -  w ith­
out m entioning that these guidelines 
are purely voluntary, and that there 
is no avenue of recourse or com ­
plaint w hen these guidelines are 
breached. Even the lengthier infor­
m ation booklets w hich are provided 
to  cu sto m ers  th ro u g h  the 1800 
num ber appear to belong m ore to a 
soft-sell m arketing cam paign than a 
balanced education strategy.

Many other countries have bun­
gled the introduction of CND. Aus­
tralia had a chance to do a much 
better job after the detailed w ork of 
AUSTEL over recent years. Unfortu­
nately, Telstra’s approach to the in­
troduction of CND risks undoing 
m uch of that good work.

Tim Dixon represented the Com m uni­
cations Law Centre on Telstra's Public 

Education Reference Committee. Tim 

wrote the recent C L C  paper on Tel­
ecommunications Privacy and is the 

Director o f the Australian Privacy Foun­
dation.
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