
Virtual Government leaves little
room for citizens

Victoria is push ing  to introduce the electronic de livery o f  Governm ent services.
Chris Connolly exam ines the im plications.

T
he in fo rm ation  rev o lu tio n  
taking place in Victoria can 
often have the appearance of 

o n e  long  sa les  p itc h  to  m u lti
national com panies to set u p  shop  
in M elbourne, w hile the locals are 
kept in the dark  and given little 
insight into the practical im plica
tions of Jeff K ennett’s m ulti-m edia 
vision.

However, at the INTERACT Mul
tim edia Festival held in M elbourne 
in late O ctober, the nuts and  bolts of 
electronic service delivery - one  of 
the key planks of the Victoria 21 
po licy  - w ere  on  d isp lay , p re 
em pting their im m inent roll-out to 
the suburban  shopping  centres of 
M elbourne.

The system  (to be called MAXI) 
involves the com plete delivery of 
all G overnm ent services through in
form ation kiosks, interactive tel
ephone  centres and the Internet. 
The initial system  on display at In
teract allows citizens to transact w ith 
VicRoads, the Victorian Electoral 
Commission, the Registry of Births 
D eaths and Marriages, Local C oun
cils and m ost utilities all on  the one 
com puter screen or during the one 
te lephone call. Eventually all gov
ernm ent services and  utilities will 
be included.

You can pay bills, check  infor
mation, change address, ren ew y o u r 
licence and even change nam e in 
one electronic session, e ither from  
the com fort o f your ow n hom e us
ing the Internet, or at an inform a
tion kiosk in a shopping  centre or 
railway station.

Identification and 
Authentication

This electronic system  is designed to 
supp lem ent the existing system  of 
branch and counter services, w here 
citizens can still interact w ith real 
people. In order to take full advan
tage of the new  system, citizens will 
have to be able to identify them 
selves to a m achine. Australia Post 
will provide this identification serv
ice during the initial roll-out of ESD 
through their KeyPOST service.

The use of identity cards was 
soundly rejected by Australians 

in 1987 during the Australia 
Card debate, but they occa 
sionally sneak back on to the 
agenda in other guises. If the 

KeyPOST cards are widely 
used, they are likely to have 

many of the same properties as 
identity cards.

KeyPOST is a system  w hich can 
provide individuals or organisations 
with a un ique digital signature based 
on  public key cryptographic tech
n iques. Citizens can sign any com 
m unication w ith the digital signa
ture created  using their private (se
cret) key, and  the rec ip ien t can 
check  the digital signature against a 
public database of (non-secret) pub 
lic keys. The KeyPOST system  is 
likely to form  part o f a w ider net
w ork of certification authorities w ho 
will p roduce  digital signatures.

Initially, Australia Post will su p 

ply the digital signatures on  floppy 
disk, along w ith  the accom panying 
softw are requ ired  to access govern
m ent services on  the Internet. Citi
zens will have to  prove their iden
tity at an  Australia Post office (by 
p roducing  a passport, drivers’ li
cence  etc.) before  a digital signa
ture will be  issued. It is no t clear at 
this stage w he ther you will be able 
to  use the floppy disk at inform a
tion kiosks.

Eventually, the floppy disks will 
be  rep laced  by sm art cards (credit 
card sized plastic cards w ith em 
b ed d ed  com puter chips) and  all ki
osks will be fitted w ith sm art card 
readers. H om e com puters can also 
be  fitted w ith sm art card readers, 
and  there  are even special smart 
card  phones. The sm art cards will 
carry the digital signature, but may 
also perform  o ther functions, such 
as storing health  inform ation or elec
tronic m oney.

This raises the im m ediate p ros
pect of the sm art card becom ing a 
quasi identity  card. The use of iden
tity cards w as soundly  rejected by 
Australians in 1987 during the Aus
tralia Card debate , bu t they occa
sionally sneak  back on to the agenda 
in other guises. If the KeyPOST cards 
are w idely used , they are likely to 
have m any o f the sam e properties 
as identity cards. The card will al
m ost certainly have to d isplay a 
nam e and  num ber, even  if this is 
only  for the practical pu rpose  of 
distinguishing your ow n card from  
that of o th er family m em bers or 
colleagues.
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If you refuse to obtain  a sm art 
card for ESD, you will have to rely 
on the traditional coun ter services.

W hile there are m any p eo p le  
w ho  will argue that digital signature 
sm art cards are an  inevitable part o f 
the new  inform ation society, this 
does no t excuse the in troduction o f 
potential identity cards w ithout p u b 
lic debate.

O ne aspect that is no t im m edi
ately apparent is the cost o f identify
ing oneself as a Victorian citizen. 
The KeyPOST service d escrib ed  
above is not free. In fact it will cost 
$20 a year for the basic service. There 
are no concessions or exem ptions 
available. You must pay the fee to 
gain the full benefit o f MAXI.

Out with the old...

Victorian G overnm ent policy is to  
p rov ide  all governm en t services 
electronically by the year 2000. They 
e x p e c t  e v e n tu a l  c o s ts  sa v in g s  
through reduction in staff and  ‘bricks 
and  m ortar’. A lthough G overnm ent 
policy is to use ESD as a supp lem en t 
to existing services, there m ust be 
som e chance that the traditional 
coun ter services and  b ranches will 
be run  dow n.

M ultimedia Victoria, the driving 
force beh ind  ESD, expects an ex 
tensive netw ork of inform ation ki
osks to develop, to supp lem en t the 
use of In ternet and  te lephone  serv
ices, bu t the reality is that m any 
citizens rem ain reluctant to  use new  
technologies. The inform ation revo
lu tion sim ply m oves too fast for 
m any people.

G overnm ent services are a mix 
of essential services and  com pul
sory services. Citizens d o n ’t usually  
interact w ith a governm ent d ep art
m ent by choice. In these circum 
stances it is essential that citizens 
a re n ’t left beh ind  by technological 
developm ents. G roups w hich m ay 
have concerns about ESD include

the aged, p e o p le  w ith  disabilities, 
peop le  on  low  incom es, rem ote and 
regional com m unities, peop le  con 
cerned  abou t privacy, peo p le  w ith 
literacy difficulties, and  peop le  from  
non-English speaking backgrounds.

Yet there  does no t ap p ear to 
have b een  any consulta tion  w ith 
the w ider com m unity abou t the is
sues raised by electronic service 
delivery and  the level o f aw areness 
am ong the general popu lation  is 
very low.

Multimedia Victoria, the 
driving force behind ESD, 

expect an extensive network of 
information kiosks to develop, 

to supplement the use of 
Internet and telephone 

services, but the reality is that 
many citizens remain reluctant 
to use new technologies. The 
information revolution simply 

moves too fast for many

The G overnm ent’s response to 
date has been  to prom ise that the 
new  system  will operate as a supp le
m ent to existing services, rather than 
as a com plete replacem ent. They 
also aim to establish ‘com m unity 
com puter cen tres’ (probably  in p u b 
lic libraries) w here peop le  w ho  do 
not have access to the Internet from 
hom e can conduct their governm ent 
business.

The fine print

An interesting feature of the MAXI 
inform ation kiosks on  display at IN
TERACT w as that the term s and  con 
ditions w ere only available by fol
low ing pointers o n  the touch  screen  
w hich eventually  lead to  a separate  
area o f the system .

It w as stated that you agreed to 
all the terms and conditions simply 
by using MAXI, even though the 
term s did not appear o n  the hom e
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page. They w ere not available for 
print out and  they take 5-10 m inutes 
to  read.

U nder the  head ing  ‘Privacy and 
Data P ro tec tion ’ there  w as a clear 
sta tem ent that MAXI could  not p ro 
vide a guaran tee  that inform ation 
w ou ld  no t be  d isclosed, and  that by 
using the system  you agreed  that 
MAXI w ere no t liable for any u n au 
tho rised  d isclosure. U nder o ther 
head ings you  agreed  (again by just 
using the system ) that MAXI w ere 
no t liable for any com plaints or 
problem s arising from  your use of 
the  system , an d  that each and  every 
d ispu te  w ou ld  be  a m atter be tw een  
you and  the relevant agency.

A glimpse of the future

If these inform ation kiosks are to 
replace hum ans as the typical deliv
ery m echanism  for governm ent serv
ices, then  it is to  be hoped  that m em 
bers of the comm unity can have some 
input into their design. Asimple trans
action at INTERACT took up  to ten 
m inutes - longer if you read the terms 
and  conditions - as each step in
volves one finger typing on screen. 
It is unclear how  convenient the sys
tem  will prove once it is installed in 
shopping  centres - but a queue of 
busy shoppers breathing dow n the 
u ser’s neck w hile they try to type 
their address on the touch screen 
should  prove a useful test.

Overall, there  are enough  p o 
tential issues raised by  MAXI to jus
tify at least som e degree  o f com m u
nity consultation. The Prem ier Jeff 
K ennett sp o k e  in g low ing term s 
abou t MAXI and  the transform ation 
o f  g o v e rn m e n t in V ictoria. His 
strongest po in t w as that Victoria 
w as lead ing  the way, and  that this 
w ould  be the first com plete im ple
m entation  o f ESD in the world. For 
consum ers it is m ore im portant to 
get the system  right than to be the 
first people to have it.
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