
How not to be offensive online
After an initial moral panic, there now appears to be a trend toward self regulation of  

online services via industry drafted codes o f conduct aimed at avoiding offences.
Anthony Philips, a lawyer at Freehill Hollingdale &  Page, reports

self-regulatory ap p ro ach  tow ard  In te rne t con ten t seem s the 
m ost ap p ro p ria te . B ecause technological changes are so rapid , 
static legislative regu la tion  becom es unw ieldy an d  is soon  out
dated . T h e  cu rren t p roposals favour codes of conduc t b u t w ith 
offences as a stopgap  m easure. T his trend  tow ards self-regulation 
no tw ithstand ing , V ictoria, W este rn  A ustralia an d  the N orthen  
T err ito ry  have a lready  in tro d u ced  provisions in to  the ir respective 
censorsh ip  leg isla tion l w hich create  specific offences involving 
ce rta in  on line content.

G eneral ce nsorsh ip  fram ew ork

T h e  c u rre n t legislative regim e govern ing  online con ten t essentially 
has two levels: the censorsh ip  legislation an d  C rim es Acts provi
sions. T h e  censorsh ip  legislation creates offences in rela tion  to 
"publications", "films" an d  "com puter gam es". It is based  on  a 
N ational C lassification C o d e  established u n d e r  the Classification 
(Publications, Films and Computer Games) Act (Cth) 1995. This 
C o d e  is g iven effect by  state and  te rrito ry  enforcem ent legislation 
th a t refers to the C ode. In  b o th  N SW  and  V ictoria tha t legislation 
is the Classification (Publications, Films and Computer Games) 
Enforcement Act 1995 (the "C ensorship  A ct").2

T h e  C rim es A cts establish  specific offences such as section 
578C(2) o f the N SW  Crimes Act 1900, w hich proscribes the publi
ca tion  of an  in d ecen t article. T h ere  are sim ilar provisions un d er 
the  C rim es A cts an d  C odes of th e  o ther states an d  territories.
T h e  C o m m o n w ea lth  Crimes Act 1914 includes section 85ZE w hich 
p rov ides that, am o n g  o the r things, a  p erso n  m ust n o t know ingly 
o r recklessly use a  te lecom m unications service in  such a way as 
w ould  b e  reg a rd e d  by  reasonab le  persons as being, in all the 
c ircum stances, offensive.

S p e c ific  online o ffences

U nlike th e  N S W  C ensorsh ip  Act, the V ictorian , N o rth ern  
T err ito ry  an d  W este rn  A ustralian  Acts all have specific provisions 
rela ting  to  on line m ateria l.3 Section 56 of the V ictorian  
C enso rsh ip  A ct defines an  online service to m ean  “a service 
w hich  perm its  th ro u g h  a  com m unications system  online com puter 
access to o r transm ission of d a ta  o r com p u ter program s". It seem s 
likely th a t this defin ition  applies to  all com m on  uses of the 
In te rn e t such  as em ail, bu lle tin  boards, cha t g roups an d  the 
W orld  W ide W eb. T h e  offence provisions, sections 57 an d  58, 
m ake it an  offence to create and  dissem inate objectionable m ater
ial th ro u g h  an  online service an d  to pub lish  or transm it to a 
m in o r m a te ria l unsu itab le  for m inors o f any  age. A n In te rn e t 
Service P ro v id e r ("ISP") m ay  claim  a defence u n d er sections 57(3) 
o r 58(3) on  th e  basis th a t it d id  n o t know ingly publish, transm it o r 
m ake availab le  for transm ission the m ateria l in  question. It

appears  tha t an ISP m ay claim  this 
defence so long as it is unaw are of 
any  potentially  offending m ateria l 
d issem inated  by its custom ers. If an  
ISP  is p u t on  notice by  a com plain t, 
for exam ple, it is possible th a t it can  
no longer claim  the defence.

Effectiveness of cu rren t 
leg isla tion

Ideological concerns aside, som e 
com m entato rs have n o ted  tha t the 
censorship  legislation (with the  excep
tion  of the V ictorian  and  W estern  
A ustralian  Acts' online provisions) is 
n o t well ad ap ted  to online content. 
G enerally , the censorship legislation 
does no t ap p ear to regulate the  distri
b u tio n  of m ateria l w ithout som e form  
of physical em bod im en t w ith the 
resu lt tha t som e provisions have 
aw kw ard application  to online con
ten t.4 For exam ple, it appears th a t 
m ost of the provisions govern ing  
com p u ter gam es ap p ear to be 
d irec ted  to those gam es w hich are 
d istribu ted  in  tangible form  such  as 
C D  R O M .

O n  the o ther hand , it is arguable tha t 
the  advertisem ent provisions in  the 
censorship  legislation (such as those 
in  P art 5 of the N SW  C ensorsh ip  Act) 
m ay  catch som e online activity so 
long  as the te rm  "publish" inc ludes 
pub lication  online. For exam ple, it is 
possib le tha t a  so-called "banner" 
advertisem en t for a site ap p earin g  on  
an o th e r party 's w eb page m ay  b e  
caugh t by  this provision. But the 
g loba l nature of the In ternet m eans 
th a t this m ay also have som e u ndesir
ab le  consequences. For exam ple, a  
p e rso n  publishing an  advertisem en t 
on  the W W W  prom oting  an  overseas 
film  scheduled  for A ustralian  genera l 
release, bu t n o t yet classified in  
A ustralia, m ay be  com m itting an  
offence unless an  exem ption has b ee n  
g ran te d .5



It is early  days yet b u t it appears 
th a t the C o m m o n w ea lth  Crimes Act 
m ay  b e  effective in  govern ing  
on line content. O n  M arch  5, it was 
re p o r te d  th a t in  L aunceston  a m an  
a rres ted  for the possession  of child  
p o rn o g ra p h y  w hich  h a d  b een  
d o w n lo ad ed  from  the  In te rn e t was 
fined  after p lead in g  guilty  to m ak 
ing  im p ro p e r use o f a  te leco m m u 
nications service.

D evelopm ents in online 
co n te n t regu la tion

In  A pril 1996, the N SW  
G o v ern m en t p re p a re d  con trover
sial d raft legislation w hich  was 
never officially re leased . T h e  legis
la tion  was shelved an d  is now  
defunct. In  J u n e  1996, the 
A ustralian  B roadcasting  
A uthority 's  rep o rt titled 
"Investigation in to  the C o n ten t of 
O n-L ine Services (the "A BA  
R eport")6, re c o m m en d e d  that, 
am o n g  o ther things, the m ost 
a p p ro p ria te  regu la tion  for the 
In te rn e t industry  (principally  the 
ISPs), was self regu la tion  governed  
by  industry  d ra fted  codes of con
duct.

In  Ju ly  1997, the p resen t govern 
m e n t issued "Principles for a 
R egu la to ry  F ram ew ork  for O n- 
L ine Services in  the B roadcasting  
Services A ct 1992" (the 
"Fram ew ork")7. T h e  F ram ew ork  
appears  to be  the b lu e p rin t for 
refo rm  of online con ten t regula tion  
an d  is largely consistent w ith the 
A B A  R eport. It p roposes tha t the 
Broadcasting Services Act 1992 be 
am en d e d  in  o rd e r  to regu late 
online services. U nder this p ro 
posal, the A B A  w ould  be  responsi
b le for online industry  codes of 
conduct. It is p ro p o sed  tha t so 
long  as ISPs com ply  w ith  the 
codes, they  should  n o t be  liable 
for m erely  acting  as a co n d u it for 
an o th e r party 's content. T he  
C om m onw ealth  A tto rn ey  G enera l 
p ro p o sed  to consult w ith the states 
an d  te rrito ries to establish  un iform  
laws regulating  online content.

Theoretically , these laws w ould  
com plem en t the p roposed  
C om m onw ealth  regim e govern ing  
ISPs.

A t a D ecem b er 1997 m eeting  of 
A tto rneys G enera l it was resolved 
th a t the P arliam entary  C ouncil 
w ould  p rep a re  draft legislation 
w hich m igh t b e  ad o p ted  by the 
states an d  territories. T his legisla
tion  will govern  the conduc t of 
co n ten t p rov iders and  end  users o f 
online services. O n  M arch 16,
1998, the  A tto rneys G enera l con
firm ed  tha t the scope of the p ro 
posed  un ifo rm  legislation w ould  be  
consistent w ith the national 
Fram ew ork.

In  J a n u a ry  1998, the Senate 
C om m ittee  on Inform ation  
T echnologies com m enced  an  
inqu iry  titled "Self R egulation  in 
the  Inform ation  an d  
C om m unications Industry". T he 
C om m ittee  is inqu iring  into the 
self regulation  of television, the 
press an d  the In ternet, with 
em phasis on  privacy  concerns and  
com plain ts p rocedures. It is 
expected  tha t the rep o rt will be 
tab led  in late J u n e  1998.

N on-regulatory so lu tions

A  possible scenario  for the future 
is tha t reform s sim ilar to those 
presendy  p ro p o sed  will be 
enacted . But the m ost effective 
m easure against offending m ateria l 
d issem inated  over the In te rn e t 
m ay be  softw are b ased  such as the 
P latform  for In te rn e t C ontro l 
Selection ("PICS")8. PICS enables 
a user to, am ong  o ther things, 
choose online con ten t accord ing  to 
the ratings of an  organisation  
w hose m oral o r political values 
they consider to be  appropriate . 
T hus, a  child using a PIC S p ro 
tected  In te rn e t b row ser m ay be 
p rev en ted  from  view ing certa in  
sites and  p ro tec ted  from  m ateria l 
th a t the ch ild ’s p a ren t o r guard ian  
considers to be harm ful.

In  a  press release tha t accom pa
n ied  the Fram ew ork, Senator

A lston ind ica ted  an  in terest in  this 
sort of technology  an d  sta ted  th a t 
the "governm ent w ould  seek in ter
national coopera tion  on  con ten t 
labelling techniques an d  codes of 
practice".

If PIC S does tu rn  ou t to be  effec
tive in regulating  online con ten t at 
a  u ser level, its im plem en ta tion  
m ay red u ce  the u rgency  for legisla
tive reform .

Anthony Philips
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