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The popularity of sites dedicated to user 
generated content such as YouTube, Flickr 
and MySpace has resulted in a vast pro-
liferation of unmonitored material being 
uploaded online. Conversely, the limitless 
boundaries to transmitting information 
facilitate the ability for users internation-
ally to be informed of material uploaded, 
particularly where material is personal. The 
Virgin Mobile case, discussed below, is a 
prime example. Jurisdictional issues aside, 
this article considers the relevant legal areas 
pertaining to this case in the context of Aus-
tralian law and considers the applicability 
of privacy, defamation, trade practices and 
copyright law. In addition, options for creat-
ing a relationship of responsibility between 
downloaders and the repositories of user 
generated material will be discussed. The 
increased visibility of online content exacer-
bates the need for legal reform to provide 
protection to internet users and the public 
against unauthorised use of their personal 
images. In lieu of reform, repositories should 
contemplate what responsibility they have 
towards persons featured on their sites.

The ‘Are you with us or 
what?’ campaign
The Australian team of the multinational 
company Virgin Mobile attracted consid-
erable controversy recently for using Flickr 
photographs in an extensive advertising 
campaign without obtaining permission 
from the photographer or the person fea-
tured in the photographs. The ‘areyouwi-
thusorwhat’ campaign appeared online and 
was advertised across billboards throughout 
Australia. The campaign used royalty-free 
photographs from the online repository 
Flickr accompanied with disparaging com-
ments, often about the subject of the pho-
tograph. In one, the photograph of a minor 
appeared with the tagline ‘Dump your pen 
friend’. Internet users alerted the minor’s 
family to the situation on various online 
forums. A lawsuit has since been filed on 
behalf of the minor in a Texas court where 
the plaintiff resides. Consequently the action 
will be determined under US law. It is also 
worth considering the applicable law from 
an Australian perspective.

Privacy
Federal privacy law protects ‘personal infor-
mation’, defined under the Privacy Act 1988 
(Cth) (Privacy Act) as any information 
from which a person’s identity is reasonably 
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ascertainable, such as a photograph. The 
Privacy Act requires businesses with over 50 
employees to comply with the National Pri-
vacy Principles (NPPs). The NPPs outline poli-
cies that businesses must follow when col-
lecting and disclosing personal information. 
For instance, when collecting personal infor-
mation, an organisation must obtain a per-
son’s consent to disclosure for certain stated 
purposes. However the NPPs are designed 
mainly for entities collecting personal infor-
mation and envisage the situation where the 
agency collecting personal information is 
responsible for the disclosure. 

Presuming Virgin Mobile is subject to the 
NPPs, they would have been obliged to take 
reasonable steps to inform the individual 
that they were in possession of their per-
sonal information and obtain the consent of 
the individual concerned before making any 
disclosure. In this case the photograph was 
already public. Any cause of action would be 
for the lack of consent to the use of the pho-
tograph in a derogatory advertising cam-
paign. In this situation privacy law provides 
little protection. The remedies available to 
complainants are also limited. Complainants 
must initially address their complaint to the 
disclosing entity. Only after no satisfactory 
outcome has been reached between these 
two parties, can a complaint to the federal 
Privacy Commissioner be made to assist in 
conciliation. 

The law in Australia does not provide an 
absolute right to privacy. However, the case 
of ABC v Lenah Game Meats left open the 
possibility for the development of a com-
mon law privacy tort. The relevant test 
expressed in this case for whether an action 
under tort would exist was where ‘disclosure 
or observation of information or conduct 
would be highly offensive to a reasonable 
person of ordinary sensibilities’. Essentially, 
the tort would apply where the information 
disclosed is of a private nature. As the Virgin 
Mobile case concerned a publicly available 
photograph it is difficult to argue that the 
mere fact of disclosure caused harm to the 
plaintiff. The action would be more likely to 
concern the unauthorised use made of the 
photograph which would not necessarily be 
protected under privacy law.

The Australian Law Reform Commission 
(ALRC) is currently conducting a review of 
privacy law and has put forward various 
proposals, including whether a right to pri-
vacy should exist under Australian law.1 In 

particular, the ALRC notes the issues associ-
ated with privacy in the electronic environ-
ment. One mechanism proposed is a take-
down notice scheme, such as that under 
the Broadcasting Services Act 1992 (Cth). 
This would operate for instance where the 
personal information is displayed on a web-
site hosted by an Australian internet service 
provider. A complainant could issue a notice 
for the removal of such information. Even if 
enacted, such a mechanism would only be 
available where the offensive disclosure has 
already occurred and not necessarily prevent 
an organisation from using an individual’s 
personal information. 

A separate review conducted by the Standing 
Committee of Attorneys-General (SCAG) in 
2005 considered: ‘Unauthorised photographs 
on the internet and ancillary privacy issues’. 
A major issue noted in the discussion paper 
was balancing the ability of people to take 
photographs in public places with prohibiting 
offensive uses of such photographs. While 
this review acknowledged that the main con-
cern was the consequential use to be made of 
photographs rather than the initial capturing 
of the image, the main focus was on inde-
cent uses of images, particularly in relation 
to minors. Although still an ongoing issue 
on the SCAG agenda, Victoria’s response to 
the review and the tacit view taken by other 
states was that existing state and common-
wealth criminal law was adequate to cover 
improper use. Criminal offences protecting 
persons against inappropriate use of their 
photographs in sexual contexts would not 
apply to the innocuous use of the photo-
graphs in the Virgin Mobile case.

Despite the limitations of domestic privacy 
law, as a party to the International Covenant 
on Civil and Political Rights, under Article 17 
Australia should provide protection against 
unlawful interference with privacy. Substan-
tial reform of privacy law in Australia is con-
sequently forthcoming. The lack of a right 
against invasion of privacy distinguishes any 
action under Australian law from that of US 
law. The plaintiff in the Virgin Mobile case 
relies heavily on the implied right in the US 
Constitution of a right to privacy as deter-
mined under a number of cases. As an abso-
lute privacy right does not exist under Aus-
tralian law, plaintiffs in situations similar to 
that in the Virgin Mobile case may have to 
rely on common law tort doctrines.

Defamation
Defamation law in Australia has been the 
subject of national reform to achieve gen-
eral consistency across the states and territo-
ries. Under the common law a plaintiff must 
show that the publication of defamatory 
matter by the defendant is likely to:
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• injure the personal reputation of the 
plaintiff by exposing them to ridicule;

• tend to cause the plaintiff to be 
shunned or avoided; or

• lower the regard of the plaintiff in the 
estimation of others. 

Where publication occurs online, an action 
can be taken in any jurisdiction where the 
material can be fully downloaded. Depend-
ing on where the action is brought, relevant 
state or territory legislation applies.

As Virgin Mobile advertised the campaign 
on their website, an action could be brought 
against them in any forum where the mate-
rial had been accessed. The plaintiff must 
show that the publication contained an innu-
endo from which a defamatory imputation 
may be inferred or implied. For instance, it 
can be argued that the photograph together 
with the derogatory slogan ‘Dump your pen 
friend’ suggests that the plaintiff was a 
geeky teenager far below the social status 
of Virgin Mobile users. Arguments could 
be made that this imputation is defama-
tory and damages the plaintiff’s esteem in 
the mind of the ordinary person. Although 
mere words that cause the plaintiff annoy-
ance will not necessarily be defamatory, it is 
arguable that being a minor the plaintiff is 
of a sensitive age and more susceptible to 
embarrassment. The plaintiff’s petition in 
the Virgin Mobile case states that the minor 
suffers daily humiliation from her classmates 
and youth group members. The extent of 
the publication’s audience will also be con-
sidered. Although the campaign was adver-
tised in Australia, the highly visible nature of 
the internet and the Flickr community gave 
the publication widespread exposure. 

The Plaintiff may not have actually been 
defamed, however. The statement in the 
advertisement was not necessarily made 
about the plaintiff, being more a general 
slogan designed to promote the product. 
This does not necessarily lower the plain-
tiff’s reputation. It would be difficult for the 
plaintiff to satisfy the test for defamation. 
Defamation actions are also notoriously 
complex and procedurally burdensome. 
Ordinary people would generally not have 
the resources to proceed with a defamation 
action, particularly against an organisation 
as large as Virgin Mobile. The ability for the 
plaintiff to succeed against Virgin Mobile 
under defamation law is highly question-
able.

Trade practices
Certain provisions of the Trade Practices Act 
1974 (Cth) (TPA) are designed to provide 
protection against unethical commercial 
practices by corporations. For instance, sec-
tion 52 provides that a corporation must not 
engage in misleading or deceptive conduct. 
In Talmax Pty Ltd v Telstra Corporation Lim-
ited Kieran Perkins successfully claimed that 
by using his name and photograph in an 
advertisement, Telstra had misrepresented to 
the public that he endorsed their company. 
Consequently the false use of a person’s 

image to signify endorsement is misleading 
conduct. The plaintiff might make the argu-
ment that by using her photograph, Virgin 
Mobile were representing that she had been 
engaged by them to appear in the advertise-
ments when in fact she was unaware that 
her photograph was being used. However 
such a case would need to demonstrate 
that this erroneous assumption is likely in 
the mind of the ordinary consumer. A mis-
leading and deceptive conduct argument is 
difficult where the defendant has not rep-
resented that the plaintiff is associated with 
their products. 

Alternatively false representations are pro-
hibited under section 53(c) of the TPA which 
provides that a corporation must not ‘rep-
resent that goods or services have sponsor-
ship, approval, performance characteristics, 
accessories uses or benefits they do not 
have’. The photograph does not picture the 
plaintiff endorsing Virgin Mobile. In fact, to 
the contrary, the advertisement distinguishes 
the plaintiff from the image being created 
by Virgin Mobile. While actions under the 
TPA do not necessarily require that the plain-
tiff have a certain reputation, the protec-
tion provided envisages a situation where 
deceptive conduct by the defendant regard-
ing plaintiff endorsement deceives the con-
sumer. Trade practices law would be unhelp-
ful to the Plaintiff in the Virgin Mobile case.

Copyright
The photograph database Flickr allows users 
to apply a Creative Commons (CC) licence to 
their material should they choose. The plain-
tiff’s photograph was provided under a CC 
‘attribution’ only licence effectively allowing 
Virgin Mobile to use the photograph com-
mercially. By applying this licence, the copy-
right owner, being the photographer, had 
assigned their rights under copyright law, 
requiring only that anyone reproducing the 
photograph attribute it under the terms of 
the licence. The petition in the Virgin Mobile 
case joins the photographer as a plaintiff 
and alleges that Virgin Mobile breached 
the terms of the Attribution 2.0 licence by 
failing to attribute the photograph to him. 
The advertisements featured only a link to 
the Flickr page where the photographs were 
hosted and did not personally acknowledge 
the photographer. The photographer is also 
taking action against CC (the organisation) 
by alleging that CC failed to properly educate 
him about the legal effect of the licence, in 
particular, the meaning of commercial use 
and ramifications and effects of entering 
into a licence allowing such use. 

Under the Copyright Act 1968 (Cth) a copy-
right owner has certain exclusive rights in 
relation to their material, including the right 
of reproduction and communication to the 
public. Copyright is infringed where another 
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person performs those exclusive rights in 
relation to protected material without the 
permission of the copyright owner. Virgin 
Mobile was able to use the photograph with-
out infringing copyright law due to the appli-
cation of the CC licence on the photograph. 
This licence represented the copyright own-
er’s permission for users to exploit the mate-
rial in any manner, providing the copyright 
owner was attributed. No action is available 
against Virgin Mobile under copyright law. 
Whether the photographer has grounds for 
arguing that Virgin Mobile breached the 
terms of the licence by failing to attribute it is 
a separate contractual matter.

If a CC licence had not been applied to the 
material, the photographer would have 
been able to assert that Virgin Mobile should 
have obtained permission to reproduce their 
material, particularly commercially in an 
advertising campaign. Asserting copyright is 
an effective method of ensuring that permis-
sion is granted to use material. To protect 
against unauthorised use, reserving such a 
right in the digital age is crucial due to the 
ease with which technology allows such 
material to be reproduced. In a similar case 
involving Flickr photographs, a copyright 
claim allowed Rebekka Guðleifsdóttir to take 
action against print-selling company Only-
Dreemin for misappropriating and commer-
cially benefiting from her photographs. The 
absence of a CC licence on the photographs 
meant that the owner retained their rights. 
However, the right to deny reproduction 
belongs to the copyright owner, not the 
subject of the photograph. While the copy-
right owner may take action in protest on 
behalf of the subject, the subject of the pho-
tograph has no rights under copyright law. 
Copyright law is consequently an ineffectual 
mechanism by which to prevent unauthor-
ised use of a person’s image.

Other options
Discussions on the relevant law above dem-
onstrate that it is unlikely an action will be 
successful against Virgin Mobile in an Aus-
tralian court. The legal areas of privacy, def-
amation, trade practices and copyright are 
not necessarily appropriate for a situation 
such as this, which has great potential to 
occur more frequently due to the convenient 
accessibility of online material. It appears 
that where use of personal images is not bla-
tantly obscene or defamatory its use is not 
necessarily unlawful, despite its commercial 
application. Unless impending privacy law 
reforms address this issue, everyday internet 
users face the risk of having their personal 
information misappropriated. 

An alternative to legal reform would be 
to consider what responsibility internet 
archives should have towards protecting 
the public’s personal images. Online reposi-
tories benefit greatly from online traffic on 
their sites, generating goodwill and advertis-
ing revenue. Most digital repositories have 
terms and conditions that must be accepted 
by account holders before uploading mate-
rial. For instance, the Flickr Terms of Service 
impose contractual obligations on account 

holders not to upload material that would 
be unlawful. Users downloading material are 
not subject to stringent obligations towards 
either the repository or the account holder. 
Imposing equally compelling conditions on 
users extracting material from online reposi-
tories will create a contractual relationship 
between the user and the repository and 
also possibly the account holder. Such con-
ditions do not necessarily need to exclude 
all use of the content but may require that 
the account holder’s consent is obtained for 
any commercial use. Asserting a right under 
contract provides a firmer basis under which 
a claim against unauthorised use of material 
can be made, providing that conditions of 
use are clearly specified. This avoids resort-
ing to nebulous areas of law in favour of 
relying on contractual terms which dictate a 
clearly defined legal relationship. 

Where a person featured does not neces-
sarily have a relationship with the account 
holder placing their material online, they 
may be unaware that their image has been 
uploaded. This places even greater impor-
tance on repositories to act on behalf of 
these people. Although user-generated 
repositories would be disinclined to place 
themselves in a position of legal responsibil-
ity, lack of action may potentially give rise 
to an action in negligence. Arguably user-
generated repositories have a duty towards 
persons featured on their sites. While prox-
imity would certainly exist between reposi-
tories and account-holders, it is possible 
this would extend to persons who appear 
in content. In a situation such as the Virgin 
Mobile case, the argument is possible that 
unauthorised use of Flickr photographs is 
reasonably foreseeable. The possibility of a 
negligence argument entails that reposito-
ries should ensure they take all reasonable 
care to prevent use that could result in dam-
age. The creation of a contractual relation-
ship with downloaders can assist in avoid-
ing a negligence claim against repositories 
by ensuring that steps were taken to define 
authorised uses of content.

Such legal developments should parallel 
growing awareness of how technological 
advances can assist to protect against unau-
thorised use of material. Applying digital 
rights management or technological protec-
tion measures to content can physically pre-
vent unauthorised reproduction of material. 
Until a definitive legal basis is settled, wary 
internet users may have to utilise technologi-
cal measures to prevent subsequent use of 
their material.

Conclusion
The lack of an authoritative basis in Australian 
law upon which a person can prevent unau-
thorised use of their personal information is 
disconcerting due to the increasing preva-
lence of communications technology. Current 
Australian law does not ensure adequate pro-
tection against unauthorised use of personal 
images. Despite whatever reforms are made, 
legal action is costly for the average person. 
User-generated repositories can substitute 
legal reform by instituting clearly defined 

terms and conditions between uploaders and 
downloaders. Ensuring contractual agree-
ment to such obligations will place the onus 
on repositories to assist against unauthorised 
use of personal images.

This essay won the 2007 
Communications and Media Law 
Association Essay Prize.
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