The Costs of Data Retention

Nikki Macor considers the implications of proposals for wide-sweeping

data retention laws on carriers.

The Cybercrime Legislation Amendment Act 2071 (Cth) amended
Australia’s telecommunications legislation to facilitate Australia’s
accession to the Council of Europe Convention on Cybercrime, by
enabling certain domestic agencies and the AFP to require that car-
riers preserve certain stored communications. This data preservation
regime is relatively limited, requiring that agencies issue a preservation
notice only where, among other requirements, access is intended to
be obtained by a warrant. Communications are only required to be
preserved for a maximum of 90 days or over a month-long period.
The main impact on carriers, aside from a limited increase in storage
requirements, is likely to be the need to ensure routine data destruc-
tion procedures allow for data subject to a preservation notice to be
retained for the requisite period.

However, the government does not intend to stop at a limited data
preservation regime. As outlined in the article ‘Telecommunications
data retention: a step in the right direction?’ in this issue, the gov-
ernment is considering the introduction of a much broader com-
munications data retention regime, which could require retention of
data for up to 2 years.

The fundamental public policy behind both the data preservation
regime and the proposed data retention regime is focused on ensur-
ing Australian law enforcement and intelligence capabilities are ade-
quate to deal with the ever-increasing threat posed by cybercrime.

But how will these requirements affect stakeholders? The submis-
sions to the Parliamentary Joint Committee on Intelligence and
Security inquiry (Inquiry) provide valuable insights into the industry’s
concerns.

Cost

One of the most vexing issues for industry stakeholders is the cost of
establishing infrastructure to meet proposed data retention require-
ments.

iiNet’s Chief Regulatory Officer made a statement to the Inquiry
quoting a rough calculation of $60 million for start up costs for
two years data storage, which would equate to approximately
$400 million for the whole industry, if source and destination IP
addresses are included in the scope of data required to be stored.'
He also noted the industry’s understanding that the government
intends to reimburse only the actual cost of the data requested
from time to time. Invariably the additional costs will be passed
on to consumers, at a rate estimated by iiNet to be around $5 per
month.

The Australian Mobile Telecommunications Association and Com-
munication Alliance (the Associations) cited set up costs of $500
million to $700 million and noted that any additional data element
could add tens of millions of dollars to set up costs.? It observed
that in some European countries where data retention regimes are

in place, capital and operational costs incurred in compliance are
reimbursed by the government, and called for the same to occur in
Australia.?

Processing burden

Many submissions raised concerns about the onerous processing
activities required to store and manage specific data sets in large
volumes.

Telstra’s concerns were focused on the burden of processing and
managing large data sets.* In its view, the requirements would
involve the inspection, identification and extraction of required com-
munications data, and that this would expand its role inappropriately
into communications interception.
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Optus, among others, raised the impracticality of effectively search-
ing records to locate information sought by law enforcement agen-
cies, given the sheer volume of data to be retained.® The Internet
Society of Australia® also noted the additional labour force require-
ments that feed into the cost implications discussed above.

Security

Data security is an increasingly sensitive issue and the damage caused
by breaches is constantly growing as more information is stored and
transmitted electronically, and accordingly security was one of the
other main issues raised by stakeholders.

Tim Berners-Lee, who is generally recognised as one of the founders
of the internet, has described the data that would be stored under
the proposed data retention regime as ‘dynamite’.” He expressed
doubts as to the ability of the government to keep the information
secure and described what would be available to hackers as ‘dos-
siers’ of information on individuals. This highlights the importance of
ensuring rigorous security over the data retained, which will amount
to two years’ worth of information about the communications of
the nation.
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As the government will not be storing the majority of the data, the
standards by which carriers and carriage service providers will store
and recover data will be critical to maintaining the security of the
treasure trove of information. As noted by the Internet Industry
Association, it is not yet clear what standards will be imposed,® but
what is clear is that higher standards will lead to higher costs.

Competitiveness

Submissions identified potential issues for competitiveness at both
domestic and international levels.

The Internet Industry Association explained that increased costs
imposed on Australian services may result in them suffering a com-
petitive disadvantage against offshore ‘over-the-top’ services such
as Gmail.® Offshore providers are already dominant, and any reduc-
tion in the competitiveness of the Australian industry would merely
reinforce and exacerbate this situation.

The Internet Society of Australia also pointed out that domestic
competition may be hampered by higher barriers to entry, given
the additional costs and infrastructure requirements associated with
meeting proposed data retention requirements.

Privacy

The retention and availability of vast stores of personal information
poses an obvious threat to privacy that was recognised in a number
of submissions.

In its written submission, iiNet concluded that data retention require-
ments would effectively create a statutory exemption to National Pri-
vacy Principle 1.1 under the Privacy Act 1988 (Cth), which requires
that an organization not collect personal information unless the infor-
mation is necessary for one or more of its functions or activities."

iiNet's statement to the Inquiry raised the likelihood that the pro-
posed data retention requirements will be extended to other fields
in due course, such as transport, utilities and retailers. The Asso-
ciations pointed out that the inclusion of location data of mobile

telephone users could result in continuous tracking and surveillance
of all mobile customers.?

Given the volume of information that will be collected under the
data retention proposal, this could have a significant impact on pri-
vacy protections for all Australians.

Conclusion

With the recent retirement of Nicola Roxon as Attorney General,
there may be some doubt as to the future of the data retention
proposal. Roxon’s incoming replacement Mark Dreyfus has been
reported as being sympathetic to privacy concerns and it is not yet
clear whether he will support and prioritise the proposal as strongly
as Roxon.'> However, as the submissions to the Inquiry indicate, if
the government does proceed with the proposal, there will be sig-
nificant issues to be overcome by the industry.

Nikki Macor is a lawyer at Allens. The views expressed in this
article are the views of the author only and do not represent
the views of any organisation.
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