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Business preparation for the new 
reporting system

Before a business can use the  ICS, it
m ust:
• ob ta in  a t least one d ig ita l s ign ing  

ce rtifica te  from  a reg istra tion 
a u th o rity  th a t m eets C ustom s 
req u ire m en ts  and is accredited by the  
g ove rnm en t gatekeeper process

• en te r reg istra tion deta ils  w ith  
C ustom s us ing  an in te rac tive  process

• ensu re  in te rn a l IT system s are 
com p a tib le

• in trod uce  business practices th a t 
com p ly  w ith  the  new  leg is la tive  
req u irem en ts

• ensu re  s ta ff understand the  changes 
and w h e re  necessary provide 
tra in in g .

'h e  D H L cou rie r com p a ny w ill 
be the  firs t com m e rc ia l user o f 
the  C ustom s Integrated Cargo 
S ystem  (ICS) and C ustom s 

C onnect Fac ility  (CCF) in M arch . T h is  
tria l is th e  firs t ap p lica tion  o f techno log y 
th a t has been six years in the  p lann ing .

T he  ICS is a new  com puter-based  
rep orting  system  th a t w ill process a ll 
in fo rm a tio n  provided by ind u s try  to  
C ustom s. The  CCF is th e  gatew ay 
th roug h  w h ic h  a ll c o m m u n ic a tio n s  
betw een in d u s try  and C ustom s w ill flow . 
Both  are part o f the  C ustom s Cargo 
M a na g em en t R e-eng ineering  (C M R ) 
pro ject. Both  w ill im p rove  risk 
m an a g e m e n t a t the  border.

T he  tria l w ill see D H L reporting  
d e ta ils  o f in d iv id u a l d ocu m en t 
c o n s ig nm en ts  to  C ustom s ra the r than  
re ta in ing  th a t in fo rm a tio n  in its ow n  
dedicated system  before fo rw a rd in g
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DHL aircraft awaiting their next delivery mission.

conso lidated  a ir cargo reports.
Im m ed ia te  reporting  w ill enab le 
C ustom s to  m ore e ffec tive ly  und e rtake  
its border-p rotection resp ons ib ilities  
w h ile  a llo w in g  fo r the  speed ier 
p rocessing  of low  risk goods.

D H L w ill con tin u e  to  use the  ex is ting  
A ir Cargo A u to m a tio n  system  in o rder to 
com p ly  w ith  the  C ustom s Act's cu rre n t 
req u irem en ts . Th is  dual reporting  w ill 
cease w h e n  the  new  system  becom es 
fu lly  op era tiona l in early 2 0 0 4 .

T he  new  techno logy w ill be rolled 
o u t to  th e  o the r a ir cargo com pany 
special reporters once the  D H L tr ia l is 
eva lua ted .

C ustom s new  in fo rm a tio n  techno logy 
p la tfo rm  w ill provide benefits  fo r both 
ind us try  and g overnm ent.

T he  new  system s w ill im p rove  risk- 
m ana g em en t techn iq ues, fu rth e r 
deve lop ing  the  sophisticated  p ro filing  
too ls  th a t C ustom s uses to id en tify  h igh - 
risk  sh ip m e n ts  a t ou r border, 
s ig n ific a n tly  reducing im p ed im e n ts  on 
the  m o ve m e n t o f leg itim a te  cargo.

C ustom s CEO Lionel W oodw ard  
said: "C ustom s has increased its focus 
on cou n te r te rro rism  and in tens ified  
border sc ru tin y  in response to  co u n te r
te rro r ism  m easures.

"These  m easures are a p rio rity  fo r 
g o ve rnm en t and there fo re  a p rio rity  fo r 
C ustom s.

"The  sophisticated  ana ly tica l too ls  
em bedded in the  Integrated Cargo 
System  w ill better equip  C ustom s to  deal 
w ith  the  em erg ing  in fo rm a tio n  
req u ire m en ts  o f the  U n ited  States and 
o the r coun tries , and ass is t A us tra lian  
in te llig ence  agencies and the  A u s tra lian  
Federal Police.

"The  system  w ill a lso ass is t C ustom s 
to com p ly  w ith  its s ta tu to ry  
resp ons ib ilities : ass is ting  ind u s try  to
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m ove leg itim a te  goods in and o u t o f the 
cou n try  and im p ro v in g  ta rge ting  o f goods 
th a t are o f in te re s t to  C ustom s and othe r 
agencies. T h is  inc ludes drugs and 
firea rm s as w e ll as any  goods th a t m ig h t 
carry p lan t or a n im a l d isease."

The  ICS w ill b ene fit bus iness w ith  
the  a va ila b ility  o f m u ltip le  reporting  
op tions. H ig h -vo lu m e  businesses w ill be 
able to report cargo m ove m en ts  th roug h  
d irect connec tions  w ith  C ustom s 
gatew ay or e m a il tra n s m is s io n s  over the 
in te rne t. A lte rn a tive ly , they  m ay choose 
to  use va lue -added ne tw o rks  such as 
Tradegate. It w ill a lso  be possib le fo r 
lo w -vo lu m e  businesses, or one -o ff 
im porte rs , to  use "C ustom s in te rac tive ". 
T h is  serv ice w ill be ava ilab le  v ia  the  
C ustom s w ebsite .

The  re -eng ineering  o f C ustom s 
ca rg o -m anag em ent system s w as firs t 
broached in late 1 9 9 5 . S ig n ific an t 
change had occurred s ince the  C ustom s 
Act w as w ritte n  in 1 9 0 0  and C ustom s 
CEO Lionel W ood w ard  saw  a need for 
C ustom s m ana g em en t and practices to 
reflect these changes.

It has resulted in the  largest change 
in C ustom s leg is la tion  in a lm os t 1 0 0  
years and a rew o rk ing  o f C ustom s 
opera tions.

The ICS is rep lac ing system s th a t 
w ere  increasing ly  d iffic u lt to m a in ta in  
because o f c o m p lic a tions  in h e re n t in 
th ree  decades o f leg is la tive  and 
opera tiona l change. The  new  system  w ill 
fu r th e r im p rove  C ustom s ab ility  to  fu lf il 
its s ta tu to ry  resp ons ib ility  to  protect 
A ustra lia 's  borders and im prove  the  
serv ice offered to  ind us try  in 
s tre a m lin in g  the  m ove m en t o f leg itim a te  
goods.

C ustom s org an isa tions  from  around  
the  w orld  are w a tc h ing  the  d eve lop m ent 
o f the  ICS keenly. The  D H L tria l w ill be 
a m om e n to u s  deve lop m ent in the 
process.

Fu rthe r in fo rm a tio n  regarding these 
changes is ava ilab le  at 
w w w .c us tom s.g ov .au

The view from inside a DHL aircraft during the unloading of a 'can' or container laden with air 
cargo. The delivery is lowered by mobile scissor lift onto a trolley that is then tugged to the 
DHL gateway to await next mode of transport.

Improved user security
One o f the  m a in  fea tu res  o f th e  Integrated Cargo System  (ICS) and C ustom s 

C onnect Fac ility  (CCF) is the  unprecedented im p ro ve m e n t in user security.
In the  old system , C ustom s id en tifies  users th rou g h  passw ords, personal 

id en tifica tion  num b e rs  or ne tw o rk  m a ilb ox  num ber. These  w ill be replaced by 
e lec tron ic  s igna tu re  technology, or pub lic  key in fras truc tu re  (P K I).

C ustom s PKI w ill com p ly w ith  the  G ove rnm en t's  gatekeeper policy 
req u irem en ts , w h ic h  requires th a t c o m m u n ic a tio n s  to  and from  g ove rnm en t 
agencies us ing  PKI techno log y be encrypted using  d ig ita l s ign ing  ce rtifica te  
technology.

Each certifica te  has a pair o f c ryp tog raph ic  and s ig n ing  keys, both pub lic  keys 
and priva te  keys. C ustom s c lien ts  w ill enc ryp t th e ir  m essages to C ustom s using  
C ustom s pub lic  key. C ustom s w ill then  decode the  m essage us ing  its con fid en tia l 
p riva te  key. C lien ts  w ill sign th e ir  m essages us ing  th e ir  con fid en tia l p riva te  key, 
w h ic h  C ustom s w ill ve rify  by us ing  the  sender's pub lic  key. These  m easures 
provide assurance th a t the  in fo rm a tio n  has no t been tam pered  w ith  in tra n s m iss io n  
and th a t it w as a c tu a lly  tran s m itte d  by th e  sender.

C ustom s w ill use tw o  types o f d ig ita l s ign ing  ce rtifica tes  fo r m essaging. Type2 
certifica tes  w ill be used by com p an ies  and refer to th e ir  A u s tra lian  Business 
N um b e r (A B N ). T y p e l certifica tes w ill be issued to ind iv id u a ls . Both certifica tes 
require  prospective users to  p rovide a 1 0 0 -p o in t evidence o f id en tity  check to 
ob ta in  th e ir  d ig ita l s ign ing  certifica te .
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