
Integrated Cargo 
System

New dates for exports rollout

The  export c o m p o n e n t o f C ustom s 
new  IT system , th e  Integrated Cargo 
System  (IC S), w e n t live  fo r ind us try  
testing  on M onday 18 August.

To ensure  th a t in d u s try  has the  fu ll 
six m on th s  o f tes ting  th a t it has been 
ask ing  for, C ustom s has postponed the  
cu tover date, from  1 D ecem ber 2 0 0 3  to 
1 M arch 2 0 0 4 .

To ensure that industry 
has a full six months of 
testing, Customs has 
postponed the cutover 
date of the ICS from 
1 December 2003 to 

1 March 2004.

T h is  w ill m in im is e  
d is ru p tio n  to the  
trad in g  c o m m u n ity  and 
ensu re  th e  ICS's 
robustness.

T h is  p ostponem ent 
w ill a llo w  C ustom s 
c lien ts  m ore  tim e  to 
replace or update th e ir  
com p u te r so ftw a re  and 
rev iew  th e ir  business 

processes to  a lign w ith  new  
requ irem ents.

C ustom s c lien ts  invo lved  in the  
export cha in  w ill no w  be able to report 
via the  new  system  from  16  February. It 
w ill be m and a to ry  fo r exporters to report 
v ia the  ICS from  1 M arch .

C lien ts  w h o  w ill be co m m u n ic a tin g  
d irectly  w ith  C ustom s shou ld  be look ing  
a t the  op tion s  ava ilab le  fo r connecting  to 
the  ICS. It is a lso im p o rta n t fo r c lien ts  to

understand  the  new  ru les and 
regu la tions  th a t w ill be in troduced in 
February. It is c ritica l th a t ind iv id u a ls  
and businesses in th e  export cha in  
ensu re  th e y  can con tin u e  exporting  once 
the  ICS becom es opera tive .

M any  c lien ts  are already look ing  at 
th e ir  so ftw a re  req u irem en ts  to  ensure 
th e y  w ill be ready fo r the changes. 
Ind iv id u a ls  and businesses in the  
trad ing  co m m u n ity , w h o  are not us ing  
service providers, can com m u n ica te  
d irec tly  w ith  C ustom s via e lec tron ic  data 
in te rchange (ED I) and /o r th roug h  the  
In te rne t.

Accessing the  ICS via the  In te rne t 
w ill invo lve  logging on to  the  C ustom s 
w ebsite  and fo llo w in g  the  prom pts. In 
com p arison , EDI batch transm iss ion  
com m u n ic a te s  e ith e r th roug h  an In te rne t 
serv ice p rovider or a d irect line  to 
C ustom s. T he  EDI op tion  w ill require 
users to develop th e ir  ow n so ftw a re  or 
purchase an o ff-th e -sh e lf product.

A lis t o f deve lopers crea ting  so ftw a re  
packages can be foun d  at 
w w w .c u s to m s .g o v .a u . Select 'cargo 
m ana g em en t re-eng ineering ' from  the 
nav ig a tion  bar and fo llo w  the  links. 
A no the r a lte rn a tive  is to  use the  services 
o f a bureau or va lue  added ne tw ork.
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T he  security  b u ilt in to  C ustom s new  
reporting  system  requires th a t any 
in d iv id u a l or com p any reg iste ring  as a 
user w ill have to purchase a d ig ita l 
certifica te  from  a C ustom s G atekeeper 
approved ce rtif ica tion  au thority .

Digital certificates
C lien ts  w ill have to  buy a d ig ita l 

certifica te  from  an approved ce rtifica tion  
a u th o rity  before reg istering. C lien ts  w h o  
report the  m o ve m e n t o f goods th roug h  a 
custom s broker, serv ice provider or 
bureau m ay no t need to  register. Service 
p roviders and bureaus m ay register 
c lien ts  on th e ir  behalf.

A varie ty  o f d ig ita l certifica tes  exist to 
su it d iffe ren t c lien t c ircum stances (see 
box be low ).

To ob ta in  a d ig ita l certifica te , 
C ustom s c lien ts  m u s t con tac t the  
ce rtif ica tion  a u th o rity  d irec tly  via its 
w ebsite .

A fte r e n ro lm e n t, the  ce rtifica tion  
a u th o rity  w ill send the  c lie n t a 
subscriber ag reem ent th a t m u s t be 
com ple ted , signed and returned to the 
ce rtif ica tion  a u th o rity  (see below ).

Once the  ce rtif ica tion  a u th o rity  has 
received the  ag reem ent, the  c lien t can 
then  order the  required  d ig ita l certifica te .

In som e cases, an evidence of 
id en tity  (EO I) check w ill be required. In 
these cases, c lien ts  m us t take  the ir 
com ple ted ap p lica tion  fo rm  and EOI 
req u irem en ts  (see next c o lu m n ) to the  
reg istra tion a u th o rity  (RA) - Austra lia  
Post - fo r an EOI check.

A ustra lia  Post w ill no tify  the 
ce rtif ica tion  a u th o rity  th a t app licants 
have m et EOI req u ire m en ts . App licants 
w ill then  be issued w ith  a d ig ita l 
ce rtifica te  w ith in  five  w o rk in g  days of 
com p le ting  the  EOI check. It is 
im p o rta n t to rem em b er th a t an A B N - 
DSC m u s t have been received by an 
o rgan isa tion  before app ly ing  for a type 3 
device certifica te .

C urrently, the  o n ly  approved 
ce rtif ica tion  a u th o rity  th a t can issue 
d ig ita l certifica tes to C ustom s clien ts is 
VeriS ign.

For m ore in fo rm a tio n  and 
ins tru c tions  on ho w  to  purchase a d ig ita l

ce rtifica te  go to  w w w .v e r is ig n .c o m .a u , 
se lect 'Gatekeeper' and c lick  on 
A us tra lia n  C ustom s Service.

W h e n  ad d itio na l c e rtif ica tion  
a u th o rity  p roviders becom e approved, 
th e ir  de ta ils  w ill be posted on the  
C ustom s w ebsite .

Evidence of identity check
T h e  security  b u ilt in to  the  C ustom s 

Integrated Cargo S ystem  ensures th a t all 
m essages sen t be tw een C ustom s c lien ts  
and C ustom s are a u th e n tic  and 
c on fid en tia l and th a t th e ir  in teg rity  
c an no t be questioned  or repud ia ted.
T h is  process rests on the  p roof of 
id en tity  th a t is estab lished  th rou g h  an 
EOI check.

Before c om p le ting  reg is tra tion  or 
o b ta in in g  a d ig ita l ce rtifica te , users m ay 
need to go to  a 'K eyPO ST1 or any  o the r 
A us tra lia  Post corporate  o u tle t and 
com p le te  an EOI check. The  c e rtif ica tion  
a u th o rity  w ill advise you o f th is  
req u ire m en t upon ap p lica tion . T h is  
process, s im ila r to  th e  1 0 0 -p o in t check 
conducted w hen  op en ing  a bank 
account, invo lves p roduc ing  
d o cu m en ta tio n  to  prove id en tity  so th a t 
users can be issued w ith  a dig ita l 
certifica te .

EOI fo r  an ind iv id u a l
Ind iv id u a ls  w ill have to  provide 

id en tifica tion  based on th e  1 0 0 -p o in t 
check. A lis t o f the  required 
d o cu m en ta tio n  is ava ila b le  on the  
Communicating electronically with 
Customs fact sheet at 
w w w .c u s to m s .g o v .a u .
EOI fo r  an o rgan isa tion

To ob ta in  a d ig ita l ce rtifica te  fo r an 
o rg an isa tion , w h e th e r it has an A B N  or 
not, th e  com pany's rep resenta tive  w ill 
need to pass the  1 0 0 -p o in t check and 
a lso provide evidence o f the  
o rgan isa tion 's  existence (fo r exam p le , a 
com pany-re la ted  d o c u m e n t such as a 
C ertifica te  o f Inco rp ora tion  or C ertifica te  
o f Business N am e R eg is tra tion).

In fo rm a tion  p a rtic u la r to  C ustom s 
c lie n ts  is ava ilab le  on th e  VeriS ign 
w eb s ite  a t w w w .v e ris ig n .c o m .a u / 
gatekeeper/custom s.
Serv ice  provider's p rov is ion  o f EOI

C ustom s does no t fo rm a lly  require  
serv ice providers to  ob ta in  EOI fro m  th e ir  
c lien ts . How ever, it w ill be ex trem e ly  
im p o rta n t th a t serv ice providers can 
prove to C ustom s the  id e n tity  o f th e ir  
c lie n ts  fo r legal purposes, shou ld  the  
s itu a tio n  arise.

Specific  ce rtifica tes  ex is t for:
•  users w h o  are opera ting  as ind iv id u a ls  w h e re  the  d ig ita l c e rtif ica te  id en tifie s  

and au th e n tic a te s  th e m  persona lly  (a typ e  1 - grade 2 ce rtif ica te )
•  o rg an isa tions  w ith o u t an A B N  w he re  th e  d ig ita l ce rtifica te  id en tifie s  the  

o rg an isa tion  and the  ind iv id u a l (a type 2  - grade 2 ce rtifica te )
•  o rg an isa tions  w ith  an A B N  (in c lu d in g  so le  traders and g ove rn m e n t agencies). 

T h e  in it ia l c e rtif ica te  w ill be issued to  an au tho rised  o ffice r in the  
o rg an isa tion . T h a t au tho rised  o fficer can th e n  conduct EOI checks fo r o the r 
in d iv id u a ls  in th e  o rg an isa tion  w h o  requ ire  certifica tes  (a type  A B N -D S C  - 
grade 2  ce rtif ica te )

•  o rg an isa tions  w h o  w ill be c o m m u n ic a tin g  to  the  ICS via  EDI req u ire  a type  3 
device ce rtifica te . T h is  ce rtifica te  is to  be loaded on to  a se rve r fo r  s ig n ing  
sys tem -to -sys tem  c o m m u n ic a tio n s . To o b ta in  th is  ce rtifica te , users m u s t 
have  an A B N  and m u s t a lready have a typ e  A B N -D S C  (a type  3  c e rtif ica te  - 
device c e rtifica te ).

Each d ig ita l c e rtif ica te  w ill con ta in  the :
•  certifica te  ow ne r's  de ta ils
•  certifica te  issuer's de ta ils
•  ow ner's  pub lic  s ign ing  and enc ryp tion  keys, and v a lid ity  and exp ira tion  

dates.
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Registration
C ustom s c lien ts  w h o  are ABN 

holders and have d ea lt w ith  C ustom s, 
using  th e ir  A B N , on m ore th a n  one 
occasion in the  past f in a n c ia l year, w ill 
be a u to m a tic a lly  registered in the  ICS by 
C ustom s. B usinesses w h o  do no t f it  in to  
th is  category and w is h  to  com m u n ic a te  
d irectly  w ith  C ustom s w ill need to 
register before rep orting  in the  ICS.

It is suggested th a t c lien ts  read 
C ustom s Registering for exports fact 
sheet before reg istering . All fact sheets 
are ava ilab le  at w w w .c u s to m s .g o v .a u .

For m ore in fo rm a tio n  go to 
w w w .c us tom s.g ov .au  and select 'cargo 
m anag em ent re -eng ineering ' from  the 
nav ig a tion  bar, em a il 
c m r@ c u s to m s .g o v .a u , or te lephone 
1800 022 267.

Public key infrastructure

An open In te rne t-based  system , such as the  Integrated Cargo S ystem , 
provides users w ith  a va rie ty  o f cho ices w h ic h  can lead to  cost sav ings as 
businesses and in d iv id u a ls  ta ilo r  th e ir  c o m m u n ic a tio n s  to  s u it th e ir  
needs.

H ow ever, th is  open system  requires g reater security. C us to m s is ensu ring  
th e  ICS's secu rity  e n v iro n m e n t by us ing  pub lic  key in fra s tru c tu re  (P K I).

T h is  secu rity  m ech an ism  is w id e ly  used fo r g lobal and open 
c o m m u n ic a tio n  ne tw o rks  and:
•  enc ryp ts  m essages to  pro tec t data
•  uses d ig ita l certifica tes  to  ensu re  o n ly  registered users can access 

th e  system
•• • u s e s -'k e y s 'w h ic h  ve rify  w h o  is -c o m m u n fc a tin g -a s -w e ll as th e  - - -

in teg rity  o f th e  c o m m u n ica to r's  data.

PKI m anages the  d ig ita l certifica tes  and  keys th a t replace h a n d -w ritte n  
s igna tures and sealed enve lopes in its e lec tron ic  eq u iva len t.

S end ing  an em a il th roug h  th e  In te rne t is s im ila r  to  m a ilin g  a postcard, 
s ince  th e  postcard can be read by anyo ne  a long  th e  w a y  and m ay or 
m ay n o t end up w ith  th e  righ t addressee.

S im ila rly , anyone  can change the  postcard's con te n t a long  th e  w ay, 
m a k in g  it hard to ve rify  w h o  rea lly  w ro te  and posted it.

PK I, on th e  o th e r hand , is like  a cou rie r serv ice w h ic h  secures every 
aspect o f the. com m un ica tion , cha in . Because all. m essages are encryp ted , 
th e ir  c o n fid e n tia lity  and in teg rity  are guaranteed . T h e  addressee can be 
c o n fid e n t th a t the  m essage has no t been tam pered  w ith  or accessed by 
u n a u tho rise d  parties.

T h e  use  o f PKI 'keys'-m eans th a t the  sender's id e n tity  can a lw a y s  be 
a u th en tica ted . T he  addressee w ill a lw ays  k n o w  w h o  sen t the  message 
and th e  sender w ill no t be ab le to  repud ia te  send ing  it.
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Training sessions

A u s tra lia ’s bus iness c o m m u n ity  w ill face a num b er o f 
cha llenges over the  next 12 m o n th s  as C ustom s 
updates its export and im p o rt reporting  system s. The  
in trod uc tion  o f new  leg is la tion  and the  ICS w ill 
im p ac t on a ll in d iv id u a ls  and businesses invo lved  in 
the  export and im p o rt cha ins.

Ind us try  m us t s ta rt p reparing  fo r these  changes now. 
T he  ICS w ill be in troduced  fo r exports on 
16  Feb ruary 2 0 0 4  and the  cu rre n t export reporting  
system  (E X IT ) w ill be sw itched  o ff on 
1 M arch 2 0 0 4 .

T he  ICS w ill be in troduced fo r im p o rte rs  in 
m id -2 0 0 4 .

To assist ind u s try  to prepare fo r these  changes, 
C ustom s is ho ld ing  a va rie ty  o f tra in in g  sessions and 
w o rksh op s  to address C ustom s c lie n ts ’ d iffe ren t 
needs.

Workshops and information sessions

Export bus iness changes
T h is  w o rksh o p  w ill con ta in  deta iled  in fo rm a tio n  on 
the  changes th a t w ill occur w ith  th e  in trod uc tion  of 
the  ICS as w e ll as a rev iew  o f the  in fo rm a tio n  
required to convert to  the  new  system .

Key top ics:
® ove rv ie w  on op tions  fo r c o m m u n ic a tin g  w ith  

C ustom s, inc lud ing  d ig ita l ce rtifica tes  and c lien t 
reg istra tion

*  tra n s itio n  rules and cu t-o ve r a rrang em ents  from  
EXIT to the  ICS

• business changes and new  ru les fo r export th a t 
w ill be in troduced from  16  February.

Export w o rksh op
T h is  w o rksh op  w ill focus on changes to export 
reporting  w ith  th e  in trod uc tion  o f the  ICS. T rans ition  
a rrangem ents  w ill a lso be included.

Key top ics:
• export dec la ra tion
• export cargo report
• cargo te rm in a l op era to r (C TO )/s tevedore gate 

receipt
• w ith d ra w a l/a m e n d m e n t o f export entries
• de live ry  o f exp ort goods w ith o u t au thority .

T h is  w o rksh op  w ill be run in con ju n c tio n  w ith  the  
C ustom s B rokers and Forw arders C ouncil o f A ustra lia  
(CBFC A).

For fu r th e r in fo rm a tio n  on the  changes, w h ic h  are 
part o f the  C ustom s Cargo M anag em ent Re­
eng ineering  (C M R ) pro ject, inc lud ing  in fo rm a tio n  
session loca tions, dates and tim es , go to 
w w w .c u s to m s.g o v .a u  and select ‘cargo m anag em ent 
re -eng ineering 1.
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