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No-one knows you are a dog...
O r  h o w  to  re m a in  d ig ita lly  anonym ous

T h e re  is a sa y in g  that ' . . .o n  the  in terne t 
n o - o n e  k n o w s  tha t y o u  a re  a d o g .' 
T h is  is p a rt ic u la r ly  so w h e n  send ing  e- 

m a il, a n d  it is b e c o m in g  m o re  c o m m o n  in 
IR C  (In te rn e t R e la y  C h a t) sessions an d  w h e n  
re sp o n d in g  to w e b - b ased  links. It is not o n ly  
p o ss ib le  to c o n c e a l y o u r o w n  iden tity , but to 
fo rge the id en tity  o f so m e o n e  e lse  (spoofing ). 
T h e re  a re  a ls o  v a r y in g  d e g re e s  o f  fo rg e ry , 
from  c o v e r t ly  u s ing  the  m a c h in e  o f the  p e r 
son w h o s e  id e n tity  is b e in g  fo rg ed , th rough  
to  b la ta n t ly  s e n d in g  m essag es  fro m  a m a 
c h in e  tha t has no  c o n n e c t io n  w ith  the  p e r 
son at a ll,  bu t p u rp o r t in g  to  o r ig in a te  from  
tha t so u rce .

T h e re  a re , in m a n y  in s tan ces , go o d  re a 
sons fo r re m a in in g  a n o n y m o u s  w h e n  c o m 
m u n ic a tin g  v ia  e-m ail. In d eed , the re  a re  a lso  
m a n y  g o o d  re a so n s  fo r r e m a in in g  a n o n y 
m o u s  w h e n  m a k in g  a ll m a n n e r  o f t ra n s a c 
tio n s  v ia  the  in te rne t. It is a lso  tru e  —  an d  a 
sad  r e f le c t io n  o f  th e  p re v a il in g  a tt itu d e  o f 
so m e  m in o r it ie s  w h o  use the  in terne t —  that 
a n o n y m ity  b rings ou t the  w o rs t in p e o p le  on  
o c c a s io n : from  b e llig e re n t  b u llie s  to b oo rish  
m a n ia c s .

Where is it really coming from?
H o w e v e r ,  an d  fo llo w in g  a la rm in g  reports in 
the m e d ia  a b o u t the use and  ab u se  o f e-m ail 
( 'M a n  u sed  N e t  to  lu re  b o y  fo r sex, c o u r t  
t o ld . . . '  Sydney Morning Herald 1 8 O c to b e r  
2 0 0 0 ), I am  c o n s ta n t ly  su rp rised  to  h ea r o f 
v e te ra n  n e tiz e n s  u s ing  th e ir  rea l e-m ail a d 
dress in c o m m u n ic a t io n s  w h e re  it is n e ith e r 
w a rra n te d  o r a d v is a b le  to d is c lo s e  such  in 
fo rm a tio n . I am  a lso  su rp rised  at the  m e d ia 's  
in s is ten ce  that the  tra ck in g  o f a n o n y m o u s  e- 
m a ils  is r e la t iv e ly  e a s y  g iv e n  th e  s o p h is t i
c a te d  to o ls  at o u r d isp o sa l.

T h o s e  w h o  c la im  to h a v e  th e  fo re n s ic  
sk ills  to  d e te rm in e  e x a c t ly  w h e r e  e-m a il 
m e ssag e s  o r ig in a te  a re  s im p ly  d e lu d in g

th e m se lves , and  those  w h o  use th e ir se rv ice s . 
In a lm o s t a ll cases, the  tra ck in g  o f  e-m a ils  is 
m a d e  p o ss ib le  b y  the  in fo rm a tio n  c o n ta in e d  
in th e  h e a d e r  th a t a tta c h e s  itse lf  to  e v e r y  
m essag e  that is b ro a d ca s t. T h e re  a re  no  rea l 
sa feg u a rd s  to e n su re  tha t an  e-m a il m e ssag e  
is c o m in g  fro m  e ith e r  w h o  o r w h e r e  th e  
tra n sm itte r  says it is. T h e  fo rg e ry  o f su ch  in 
fo rm a tio n  (in  the  h e a d e r ) is a t r iv ia l task  fo r 
m an y , an d  in d eed  it is a lso  p o ss ib le  to h ija c k  
e-m a il en-rou te , thus m o d ify in g  a n y  c o m p o 
n en t o f th e  m essag e  itself.

T h a t  b e in g  so, o n e  w o n d e rs  w h y  a n y o n e  
w o u ld  trust a n y  m e ssag e  th a t a r r iv e s  v ia  e- 
m a il to  b e  sent b y  the  p u rp o rted  send e r. A n d  
as the  s w im m e r G ra n t  H a c k e tt  has just fo u n d  
ou t, o n e  m ust be  e v e r  v ig ila n t.

On remaining anonymous
T h e re  is a n o th e r  s id e  to  the  sto ry  too . A n  in 
c re a s in g  n u m b e r  o f w e b s ite s  —  in c lu d in g  
so m e  o f f ic ia l g o v e rn m e n t  w e b s ite s  —  o n ly  
p e rm it v is ito rs  w h o  le a ve  d e ta ils  su ch  as th e ir 
n a m e  a n d  e-m ail ad d ress  —  an d  so m e tim e s  
m o re . C h ild re n , in p a rt ic u la r , a re  c a u g h t ou t 
b y  th is ( 'C o n c e rn  as o ff ic ia l site p ro b es  k id s ' 
The Australian, 17 O c to b e r  2 0 0 0 ).

M y  a d v ic e  to  bo th  the p a ren ts  an d  c h i l 
d ren  is to  a v o id  d is c lo s in g  su ch  p e rso n a l in 
fo rm a t io n  at a ll co s ts , e v e n  if th e  w e b s ite  
c o n c e rn e d  c la im s  to  h a v e  a p r iv a c y  s ta te 
m en t or p o lic y  c o v e r in g  the use o f such  data . 
It is in c re a s in g ly  d if f icu lt  to d e c id e  if it is safe 
to  tran sm it p e rso n a l in fo rm a tio n  tha t c a n  b e  
sto red  in a d a ta b a se  fo r la te r use b y  m a rk e t
ing d ep artm en ts  o r for o the r n efa rious m eans . 
H o w  d o es  o n e  a v o id  d is c lo s in g  p e rso n a l in 
fo rm a t io n ?  U s e  a s im p le  g e n e r ic  n am e , su ch  
as Jo  B lo g g s , an d  g iv e  an e-m ail ad d ress  that 
is e ith e r m e an in g le ss  o r po in ts  to the  m a rk e t
ing  team  itself (such  as m a rk e t in g @ x y z .c o m ). 
I u se  th is  e v e r y  t im e , an d  m y  ju n k - m a ii to  
rea l e-m ail ra tio  has n e v e r  lo o k e d  bette r, b
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S I R S I  d e v e lo p s ,  m a r k e t s *  a n d  s u p p o r t s  in f o r m a t io n  

s o f t w a r e  s y s t e m s  f o r  l ib r a r ie s '  b u s i n e s s e s ,  a n d  

a r c h iv e s .  O u r  p r o d u c t s  i n c lu d e  t h e  U n ic o r n  2 0 0 0  

c l i e n t / s e r v e r  l i b r a r y  a u t o m a t io n  s y s t e m ,  W e b C a t ®  

a n d  H y p e r io n ™  D i g i t a l  M e d i a  A r c h i v e .
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